YTBEPXJAIO
Hupextop
MyHUIHDATBEHOTO 00 IKETHOTO
001meobpazoBaTebHOrO
YUpexXaeHus I'. AcTpaxaHu
«CpenHsist 0611e06pa3zoBaTenbHas
mkojia Ne32»

/'? J / Cungopuna O.H.

o1 «06» ampenst 2022 . Ne py-/0-44)

KOHIENIUSA UHO®OPMAIMOHHOM BE3OIIACHOCTH
MH(POPMALIMOHHBIX CHCTEM MEPCOHATBHBIX JaHHBIX
MBOY r. Actpaxanu «Cpennsis 061ieo6pasoBarenpHas mkona Ne32»

2022 r.



Conepxanue

1. OTIPEIIETIEHIISL ... ee e es e ese s en e
2. OBOZHAUEHMS T COKPAILIEHIIS ... sese e
3 BBEJIEHIIE ... s s e s s es e
4. OBLLIAE TTIOJTOMKEHIIS.......coveoeveeeeeeeeeeee e s e eee e ee e sesee s ees e
5. BATTAUM CBIIJTH ..o ee e es e e s s eee s eees e ees e
6. OBBEKTBI BAILIVITDL ... ee e ees e s ee e ees s eees e ees e
7. KTACCU®UKAIMS TTOJIB3OBATEIEM MICTIJTH ... senee e
8

. OCHOBHBIE ITPUHIIAIIBI TIOCTPOEHM S CUCTEMbI KOMITJIEKCHOM 3AIATHI
MHOOPMALI ......oooiiiiiiiiiiiiiiiiic i e sab e s aa e s

9. MEPBIL, METO/IbI I CPEJICTBA OBECITEUYEHUS TPEBYEMOI'O YPOBH S
BALLIAIIIEHHOCT . ..o e esee s e eses s esesesesesesesesesesesesesesesasesesesesesesesesesasesesesesesesesesesensnes

10. KOHTPOJIb DO®EKTUBHOCTU CUCTEMBI BAIATDL ...
11. COEPBI OTBETCTBEHHOCTH 3A BE3OTTACHOCTD TTJTH ..o
12. MOJIEJIb HAPYIIATEJISI BEBOTTACHOCTH ...
13. MOJIEJID YTPO3 BE3OTTACHOCT ... sesse s
14. MEXAHU3M PEAJTAZALAN KOHLETTLITM. ........oovooveeeeeeeeeee oo seeee
15. OXKUJIAEMBIN DOOEKT OT PEATIM3AIIAN KOHIIETILIAN ...
16. CITMCOK UCITOJIb30BAHHBIX MCTOUHIKOB ..........ocooveoeeeeeeeeeseeseeeees e eseeeseeesese s



1. OIIPEAEJIEHUSA

B HacTosmeM MOKYMEHTE MCHOJIB3YIOTCS CIEAYIOIIHE TEPMHUHBI W HUX
OIIpECIICHHUS.

ABTOMATH3MPOBAaHHAs CHCTEMA — CHCTEMA, COCTOsIIAs M3 IEpcoHana M
KOMIUIEKCA  CPEACTB  aBTOMATH3allMM  €ro  JEATEIbHOCTH,  PEaJM3yIoas
MH(OPMAIIMOHHYIO TEXHOJIOTHIO BBITIOJHEHUS YCTAHOBICHHBIX (YHKIUH.

AyTeHTI/I(l)I/IKa]_[I/Iﬂ oTHpaBuTe/id JaHHBLIX — IIOATBCPKIACHUC TOIr0, 4YTO
OTIIPAaBUTCJIb MOJYUYCHHBIX JaHHBIX COOTBCTCTBYCT 3asABJICHHOMY.
be3onmacHocTh MEPCOHAJTBbHBIX MAaHHBIX — COCTOSHHC 3allUIICHHOCTH

NEPCOHATBHBIX  JaHHBIX, XapaKTepU3yeMoe CIOCOOHOCTBbIO  TMOJb30BaTENEH,
TeXHUYECKUX  CPEACTB W HWH(GOPMAIMOHHBIX  TEXHOJIOTHH  O0eCIeuUuTh
KOH(UACHIIMATBHOCTD, IETOCTHOCTh M JIOCTYMTHOCTh MEPCOHANBHBIX JAHHBIX MPU UX
00paboTke B MHGOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JIAHHBIX.

buoMerpuyeckue TmnepcoOHAJbHbIE JAHHbIE — CBEJCHHS, KOTOPHIC
XapaKTepu3yloT (PU3NOIOrHUecCKue OCOOCHHOCTH YEJIOBEKa U HAa OCHOBE KOTOPBIX
MOKHO YCTaHOBHTH €TI0 JTUYHOCTh, BKJIOUas (hotorpaduu, oTneyaTKy najabiies, oopas
CETYaTKH Ti1a3a, 0COOCHHOCTH CTPOSHUS Tella U JPYTYI0 MOoJ00HYI0 HH(OpMAIIHIO.

BiokupoBaHne mepcoHAJbHBIX JaHHBIX — BpEMEHHOE TMpeKpalieHue coopa,
CHUCTEMAaTU3allMM, HAKOIUICHUS, MCIOJIb30BaHUS, PACIPOCTPAHEHUS, MEPCOHATBHBIX
JNAHHBIX, B TOM YHUCJIE UX NIEpeaadH.

Bupyc (koMnbIOTEpHBbIH, MPOrPAMMHBIN) — HMCIOJIHAEMBIA MPOrpaMMHBIMI
KOJA WM HWHTEPHpPEeTUpPyeMbld HAOOp HHCTPYKIUH, O0O0Jafalomuidi CBOMCTBAMU
HECAaHKIIMOHUPOBAHHOI'O PAaCIpOCTPaHEHUs] U caMmoBocnpousBefeHud. Co3aHHbIE
nyOnuKaThl KOMIIBIOTEPHOTO BHpYCa HE BCErja COBIAJAIOT C OPUTHHAIOM, HO

COXPAaHSIIOT CIIOCOOHOCTH K nanbHeNIeMy pacpoCTpaHEHHIO u
CaMOBOCTIPOM3BEICHHUIO.
Bpenonocnasi mporpamma — mporpamma, —NpeIHa3HauC€HHas IS

OCYLIECTBIICHUS] HECAHKIMOHWPOBAHHOIO JOCTyna W (WiIM) BO3JCHUCTBUS HA
NEepCOHAJIbHBIE JTAaHHBIE WM PEeCcypchl MHPOPMAIMOHHOW CHUCTEMBI MEPCOHATBHBIX
JAHHBIX.

Bcnomorare/ibHbIe TEXHHYECKHE CPeICTBA M CHUCTEMbl — TEXHUYECKHE
CpeIICTBAa M CUCTEMBI, HE TIPEIHAa3HAYCHHbBIE VIS Mepeaadn, 0OpabOTKU W XpaHECHHUS
MIEPCOHAIBHBIX JAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUUYECKUMU CPEICTBAMU
U CHCTEMaMH, TPETHA3HAUYCHHBIMHU JUIsi 00paOOTKM MEPCOHANBHBIX JTaHHBIX WU B
MMOMENICHHSIX, B KOTOPBIX YCTAaHOBJICHBI WH()DOPMAIIMOHHBIE CUCTEMBI TIEPCOHATBHBIX
JAHHBIX.

JocTyn B onepanuoOHHYIO Cpeay KOMNbIOTEepPa (MHGOPMALUOHHOMU CUCTEMBbI
NMEePCOHAJBHBIX [JaHHbIX) — MOJYYEHHE BO3MOXHOCTH 3aIlyCKa Ha BBINIOJHEHUE
IITATHBIX KOMaHJ, (PYHKUMHA, TpOUENyp OINEPAlUOHHONW CHCTEMBbI (YHHUYTOXKEHHS,
KOIHUPOBAHUS, IEPEMEILCHUS U T.11.), UCTIOTHSAEMbIX (haiiJIOB MPUKIIAIHBIX TPOTPAMM.

JocTtyn Kk uH(popManum — BO3MOXKHOCTh MOJy4eHUs MUHPOpPMAIIMU U €€ HUC-
MOJIb30BaHHS.

3akiiagouHOe YCTPOMCTBO — AJIEMEHT CPEJICTBA CheMa UH(OPMaLIUK, CKPBITHO
BHEJIPAEMBIN (3aKJIaJ[bIBAEMbI WJIM BHOCHMBIA) B MECTa BO3MOXHOTO CheMa



uH(popMaIuu (B TOM YHCIIE B OIPaKIECHUE, KOHCTPYKIUIO, 000pYyI0BaHUE, IPEAMETHI
MHTEPbEPA, TPAHCIOPTHBIE CPEACTBA, a TAK)KE B TEXHUUYECKUE CPEACTBA U CHUCTEMBI
00paboTku uHpoOpMaIun).

3amumaemas wuHdopMmanus — uUHPOPMALMS, SABIAIOMIASICT NPEIMETOM
COOCTBEHHOCTH W MOJJIeXalllas 3alluTe B COOTBETCTBUM C TPEOOBAHUSIMU MPABOBBIX
JOKYMEHTOB MJIM TpeOOBAaHUSMHU, YCTAaHABIMBAEMbIMU COOCTBEHHUKOM MH(POPMALIHH.

NnenTnduxanuss — mnpucBoeHHe CcyObeKTaM H  00BEKTaM J0CTyma
uneHTudukaropa u (WIin) CpaBHEHUE TIPEABSIBIIEMOro UAeHTU(UKATOpA C IEPEUHEM
MIPUCBOCHHBIX UACHTU(PUKATOPOB.

NudopmaTuBHbIii CHrHAJ — DJJIEKTPUUECKHE CHUTHAJNIbI, aKyCTHYECKUE,
AIIEKTPOMArHUTHbIE U JIpyrue (U3NYecKue MoJisd, Mo MapaMeTpaM KOTOPBIX MOXKET
OBbITh packpbiTa KOH(pUIEHUUATbHAsA HWHGOpMaUs (NEpCOHAJIbHBIE JAHHBIC)
oOpabartbiBaeMasi B ”HGOPMALIMOHHOM CUCTEME NEPCOHATIBHBIX JaHHBIX.

NudopmanumonHas cucreMa mnepcoHaabHbIXx AaHHbix (MCIAH) -
MH(GOpPMAIIOHHAA CUCTEMA, MPEACTABISIONas cO00l COBOKYIMHOCTh MEPCOHATBHBIX
JAHHBIX, COJEPKAIMXCS B 0a3e JaHHBIX, a TakkKe MHPOPMAIIMOHHBIX TEXHOJIOTHHA U
TEXHUYECKUX  CPEACTB,  IO3BOJSIOMIMX  OCYHIECTBISATH  00pabOTKy  Takux
NEPCOHATBHBIX JAHHBIX C MCIOJb30BAaHUEM CPEJCTB aBTOMATH3alMU WIH 0e3
UCIIOJIb30BaHUS TAKUX CPEJICTB.

NudopmanuonHbie TeXHOJOIMH — TIPOLECCHI, METO/Abl TOHWCKa, cOopa,
XpaHeHus, o0paboTKH, MPETOCTABICHUS, PACTIPOCTPAHEHHSI HH(OPMAIIUU U CTIOCOOBI
OCYLIECTBIICHUS TAKUX MPOLECCOB U METOJIOB.

Hcnosib30BaHne MNEPCOHAJBHBIX JAaHHBIX — JCHCTBUS (Oomepamuu) C
NEPCOHAIBHBIMU JIAHHBIMH, COBEPIIAEMBIE ONEPATOPOM B LIENAX MPHUHATUS PELICHUN
WIN COBEPIICHUS HHBIX ACHCTBHI, MOPOKIAOIMIMNX FOPUAUYECKUE MOCIEICTBHUS B
OTHOIICHUH CyOBEKTa MEPCOHATBHBIX TAHHBIX WIH APYTHX JUI TUO0 UHBIM 00pa3omM
3aTparuBarolyX MpaBa U CBOOOIbI CyOBEKTa MEPCOHATBHBIX JAHHBIX WM JPYTHX JIUILI.

HcTounnk yrpo3sl Oe3omacHocTH HHpopManMu — CyOBEKT JOCTYyIa,
MaTepHabHbI  O0BEKT WKW (U3MYecKoe SBICHHUE, SBISIOUIMECS MPUYMHOU
BO3HMKHOBEHHUS YTPO3bl 0€30MacHOCTH HH(OPMAIIUH.

KonTposupyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPHUS, 31aHNE, YACTh 3/1AHMS,
MOMEIIEHHUE), B KOTOPOM HCKJIIOYEHO HEKOHTPOJIIMPYyEeMOe MpeObIBaHHE IOCTOPOHHUX
JULI, & TAK)KE TPAHCIOPTHBIX, TEXHUYECKUX U MHBIX MAaTEPUAIIbHBIX CPEACTB.

KoH(puaeHIHAJIBHOCTh NEPCOHANBHBIX [JaHHBIX — 00f3aTelbHOE I
COOJIIO/ICHHUS OTIEPATOPOM WJIM MHBIM MOJYYHBUINM JIOCTYH K MIEPCOHATIBHBIM JaHHBIM
TUIOM TpeOOBaHHME HE JAOIMYCKaTh MX pacrnpocTpaHeHue 0e3 coryiacusi cyObekTa
MEPCOHAJIBHBIX JAHHBIX WM HAINYUS MHOTO 3aKOHHOI'O OCHOBAHUSI.

MexceTeBOM IKPaH — JOKAITHHOE (OTHOKOMIIOHEHTHOE) W (DYHKITMOHAIIBHO-
pacrpene’eHHOe MNporpaMMHOE (MPOrpaMMHO-AIIAPATHOE) CPEACTBO (KOMILIEKC),
peanusyroliee KOHTPOJb 3a HMH(popmanuei, mocTtynaionei B HHPOPMAIMOHHYIO
CUCTEMY NEPCOHAJIBHBIX JAHHBIX U (MJIM) BBIXOJALIEN U3 HTHPOPMALIMOHHON CHCTEMBI.

Hapymurens 06e301aCHOCTH MepPCOHATBHBIX JAHHBIX — (PU3MYECKOE JIULIO,
CIIy4ailHO WJIM TNpPEJHAMEPEHHO COBEpLIAOLIee IEHUCTBUSA, CIEICTBUEM KOTOPBIX
SBJISIETCS. HapyllleHHue OEe30MaCHOCTU MEPCOHAIBHBIX JaHHBIX MpU UX 00paboTke
TEXHUYECKUMU CPEICTBAMHU B MHPOPMALIMOHHBIX CUCTEMAaX NEPCOHATbHBIX JaHHBIX.
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HeaBTomMaTn3upoBanHasi 00padoTKa MEPCOHAJBbHBIX JAaHHBIX — 00paboTKa
MEePCOHATBHBIX JAHHBIX, COJICPKAIUXCS B MH(OOPMALIMOHHON CUCTEME MTEPCOHATBHBIX
JAHHBIX JUOO H3BJICYEHHBIX W3 TAaKOM CUCTEMbI, CUMTAETCS OCYIIECCTBICHHOU 0e3
WCIIOJB30BaHUsl CPEJCTB aBTOMATH3alMU (HEAaBTOMATU3MPOBAHHON), €CIIM TaKue
JNEUCTBUSI C TEPCOHAIBHBIMM  JIaHHBIMHM, KaK HCIOJb30BaHUE, YTOUYHEHHE,
pacrpoCcTpaHeHUE, YHUUTOKEHHUE NMEPCOHANIBHBIX JIAHHBIX B OTHOIICHUHN KaXKJ0TO U3
CyOBEKTOB TMEPCOHANIBHBIX JIAHHBIX, OCYIIECTBISIOTCS TMPU HEMOCPEACTBEHHOM
y4acTHH Y€JIOBEKa.

HenexsiiapupoBaHHble BO3MOXKHOCTH — (YHKIIMOHAJIBbHBIE BO3MOXKHOCTH
CPE/ACTB BBIUUCIHUTEIBHOM TEXHUKH, HE OIMCAHHBIC WM HE COOTBETCTBYIOIIUE
OMHMCAHHBIM B JJOKYMEHTAIIMH, MPU HUCIOIb30BAHUU KOTOPHIX BO3MOXHO HapYIICHUE
KOH(DUACHIIMATBHOCTH,  JIOCTYITHOCTH  WJIM  IEJIOCTHOCTH  oOpabaThiBaeMOM
uH(pOpMaIIH.

HecaHKUMOHMPOBAHHBIN J0CTYN (HECAHKIMOHUPOBAHHbIC JeWCTBHS) —
JTOCTYNT K HMH(pOpMAIUU WIM JEUCTBUS C HMH(pOpMaIuen, Hapyllalwlilue paBuiia
pasrpaHUyYeHus JOCTyIa C HMCIOJIb30BAHUEM IITATHBIX CPEACTB, MPEIOCTABISIEMBIX
UH()OPMAIIMOHHBIMHU CUCTEMaMHU MEPCOHANIBHBIX TaHHBIX.

Hocurteans undopmanuu — Gpu3udeckoe JUIO WIK MaTepUaIbHbI 00BEKT, B
TOM 4Hcie (U3NYECKOE ToJIe, B KOTOPOM MH(MOpMAIUs HAXOJIUT CBOE OTPaKCHHUE B
BUJIE CHUMBOJIOB, OOpa30B, CHUTHAJIOB, TEXHUYECKHUX PEIICHUH U TPOIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3NYECKUX BEITUUHH.

O0e31uYuBaHNUeE MEPCOHAIbHBIX JAHHBIX — JIEUCTBUS, B PE3YJIbTaTe KOTOPHIX
HEBO3MOXXHO OMPEEIUTh MPUHAJICKHOCTh MEPCOHANIBHBIX JAHHBIX KOHKPETHOMY
CyOBEKTY EPCOHATBHBIX JaHHBIX.

O0paboTKa nMepcoOHANBHBIX JAHHBIX — JCUCTBUS (OlEepaluu) ¢ MepCOHAIb-
HBIMH JaHHBIMHM, BKIO4Yas cOOp, CHUCTeMaTH3allMi0, HAKOIUICHHE, XpaHEHUeE,
yTouHeHHe (OOHOBJICHHE, M3MEHEHHE), HCIIOJIb30BaHUE, paclpocTpaHeHue (B TOM
quclie Tepenady), o0e3nnurMBaHue, OJIOKUPOBAHHUE, YHHUYTOXKEHHE MEPCOHATIBHBIX
JTaHHBIX.

OO0menocTynHble NePCOHAJIbHBbIE JaHHbIE — IIEPCOHANIBHBIE TAaHHBIE, JOCTYI
HEOTPAaHUYCHHOT'O Kpyra JHIl K KOTOPBIM TMPEIOCTaBIEH C COTJacusi CyOBheKTa
MEPCOHATFHBIX JAHHBIX WK Ha KOTOPHIE B COOTBETCTBHUH C (peAepaTbHBIMHU 3aKOHAMU
HE PacIpoCTpaHsIeTCs TpeOOBaHUE COOIOICHHS KOH(DHUICHITUATBLHOCTH.

Oneparop (mepCcoOHAJNBHBLIX [JaHHbIX) — TOCYIApCTBEHHBIM  Opras,
MYHHUITUTIATBHBIA OpraH, IOpUANYECKoe WU (U3UYECKOe JHUI0, OPTraHu3YIoIIee U
(nn) ocyiiecTBisolIee 00pabOTKY MEPCOHATBHBIX JAHHBIX, a TAKXKE OMPEACISIONINE
e U COJIEp’)KaHne 00pabOTKM MEPCOHATBHBIX JJAHHBIX.

Texnnueckue cpeacrea HHPOPMAUMOHHON CHCTEMbl MEPCOHAJBHBIX
JAHHBIX — CPEJICTBA BBIUYMCIUTEIBHON TEXHUKH, WH(OPMAIIMOHHO -BBIYHCINTEIbHBIC
KOMITJIEKCHI M CETH, CPEJCTBA M CHUCTEMBI Tepenadyu, npuema u obpadotku [1/[x
(cpenctBa W CUCTEMbl 3BYKO3AaIllMCH, 3BYKOYCHUJICHHUS, 3BYKOBOCIPOW3BEICHUS,
MEPErOBOPHbIE W TEJIEBU3UMOHHBIE  YCTPOICTBA, CpEACTBA  W3TOTOBJIECHUS,
TUPAXKUPOBAHUS IOKYMEHTOB U JAPYrHe TEXHUYECKHUE CPE/ICTBA 00pabOTKU PeueBoid,
rpauyeckoi, BUie0- U OyKBEeHHO-IIM(DPpOBOM HHPOPMAIINH), IPOTPAMMHBIE CPEJICTBA



(oTepalMOHHBIC CHCTEMBI, CUCTEMBI YIpaBlieHHs 0a3aMy TAaHHBIX W T.I.), CPEICTBA
3alUTHl KHPOPMAIUH, TPUMEHSAEMbIE B UH(DOPMAIIMOHHBIX CUCTEMAX.

IlepexBar (MH(poOpManMu) — HENPaBOMEpPHOE MOJIydeHHE HHGOPMAIUU C
HCII0JIb30BAaHUEM TEXHUYECKOTO CPEACTBA, OCYUIECTBISIOIEr0 OOHApYKEHUE, TPUEM
1 00pabOTKy MH()OPMATUBHBIX CUTHAJIOB.

IlepconanbHble aHHble — J100ass uH(OpManus, OTHOCSIIAsICAd K
OMpEJEICHHOMY WJIM ONpEeNeIsieMOMY Ha OCHOBaHMM Takod HH(opmanuu
buzndeckoMy Jniy (CyObEKTY MEPCOHANBHBIX JaHHBIX), B TOM 4YUCIE €ro hamuims,
UMsl, OTYECTBO, T'OJ, MECALI, 1aTa U MECTO POXKACHHMS, apec, CEMEIHOEe, COLMaIbHOE,
UMYILECTBEHHOE TMOJOXeHue, oOpazoBaHue, mnpodeccus, I0XOAbl, Jpyras
uHbOopMaLIHs.

Io0o4HnbIE 3JIeKTPOMATHUTHBbIE U3JIy4YeHu st U HABOJAKH —
AIIEKTPOMArHUTHBIE M3YyYEHUs] TEXHUYECKUX CpPeACTB OO0pabOTKM 3allUIaeMon
uH(pOpMAaIIMK, BO3HUKAIOUINE KAK MOOOYHOE SIBJIEHUE U BbI3BAHHBIE AJIEKTPUUECKUMU
CUTHAJaMH, JCHUCTBYIOIIUMH B HMX DJICKTPUUECKUX U MArHUTHBIX IIEMAX, a TaKKe
AIIEKTPOMArHUTHbIE HABOJKHM OSTUX CHUTHAJOB HAa TOKONPOBOJSAIINAE JIMHHH,
KOHCTPYKIIMH | TN TTUTAHHUS.

I[oauTHKa «YUCTOrO CTOIA» — KOMIUIEKC OPTraHU3AMOHHBIX MEPOIPUSTUH,
KOHTPOJHUPYIOIIUX OTCYTCTBUE 3alHMCBHIBAHUS Ha OyMaKHbIE HOCUTENM KIIOYEH U
aTpuOyTOB J1OCTyMa (mapojeil) U XpaHeHUs! X BOJIU3H 0OBEKTOB J0CTYTIA.

IMoab30oBaTes b MHPOPMANMOHHON CHCTEMbI NEPCOHAJIBHBIX JAHHBIX —
JUI0, ydacTByromee B (YHKIMOHUPOBAHUM  MHGOPMAIMOHHON  CHCTEMBI
NEPCOHAIBHBIX JAHHBIX WIH UCTIOIB3YIOIIEE PE3YNIbTAThI €€ (PYHKIIMOHUPOBAHMUS.

IlpaBuna  pa3rpaHu4YeHusi  JOCTyla  —  COBOKYNHOCTb  IpaBuI,
perjiaMeHTUPYIOIIMX MpaBa J0CTyna CyObEKTOB JIOCTYIa K 00bEKTaM JOCTyIa.

IIporpammHas 3aKjaakKa — KOJI IIPOrpaMMbl, NIPEIHAMEPEHHO BHECEHHBIN B
IPOrpaMMy C IIEJIbI0 OCYIIECTBUTH YT€UKY, U3MEHUTh, OJIOKHMPOBATH, YHUYTOKHUTH
uHOOPMALMIO WM YHUYTOXKUTh W MOAM(PUIMPOBATH IMPOTpaMMHOE OOecreueHue
MH(POPMAIIMOHHONW CHUCTEMBl TEPCOHANBHBIX JAaHHBIX U (WiH) OJOKUPOBATh
amnmnapaTHbIE CPE/ICTBaA.

IIporpammuoe (mporpaMMHO-MaTeMaTHYeCKOe) BO3/IelCTBHE -
HECAaHKIIMOHUPOBAaHHOE  BO3JEHCTBHE HA  PECypCbl  aBTOMAaTU3UPOBAHHOU
MH(POPMAIIMOHHON CHCTEMBI, OCYIIECTBIIEMOE C HCIOJIb30BAHHUEM BpPEJOHOCHBIX
MIPOTrPaMM.

PackpbiTHe NEpPCOHANBHBIX [JAHHBIX — YMBIIUIEHHOE WIH CIy4aHOE
HapylleHne KOH(PUACHIIMATbHOCTH EPCOHATBHBIX IAHHBIX.

PacnpocTpaHeHne nmepcOHAJBHBIX TAHHBIX — JICHCTBUSA, HANPABICHHbIE HA
nepefadyy NEpCOHANbHBIX JAHHBIX OMNpPEAEICHHOMY Kpyry Jull (mepenada
MEPCOHAIBHBIX JAHHBIX) WM HA O3HAKOMJICHHUE C MEPCOHAIBbHBIMH JAHHBIMU
HEOTPAaHWYCHHOTO KPYTa JIUII, B TOM YHCIIe 00HApO0BaHHNE MEPCOHATBHBIX TAHHBIX B
CpeAcTBaxX  MaccoBoil  uwHboOpMauuM,  pa3MmenieHue B UH(OPMaIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX CETSAX WM MPEJOCTaBICHUE JOCTyNa K MEPCOHATbHBIM
JAHHBIM KaKUM-JTIMOO MHBIM CIIOCOOOM.



Pecypc nH(popManMOHHOM CHMCTEMbl — UMEHOBAHHBIA 3JIEMEHT CHUCTEMHOTO,
MPUKIAJHOTO WIHM allapaTHOro odecrneyeHus: PyHKIMOHUPOBAaHUS MH(OPMAIIMOHHON
CUCTEMBI.

CneunanbHble KATerOpuu IMEePCOHAJBHBIX JAaHHBIX — TIEPCOHAIbHBIC
JIAHHbIE, KaCaroIIMECS PACOBOW, HAUMOHAIBHOW MPUHAJIICKHOCTH, MOJUTUUYECKUX
B3TJISIJI0B, PEIMTUO3HBIX WM (DUIOCOPCKUX YOEXKIECHUH, COCTOSHUS 3[0pOBbS U
MHTUMHOM KM3HU CyOBEKTa MEPCOHANBHBIX JIaHHBIX.

CpeacrBa BBIYHCJIUTENbHON TEeXHHMKH — COBOKYNHOCTb HPOrPAMMHBIX H
TEXHUYECKUX JIEMEHTOB CUCTEM 00pabOTKH JaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOSITEIILHO WJIK B COCTaBe APYIHX CUCTEM.

Cy0bekT goctyna (cy0ObeKT) — JIMIO WA MPOILECC, JIEUCTBUS KOTOPOIO
perjlaMeHTUPYIOTCS TPABUIIAMH pa3rpaHUdYeHUs JOCTyTa.

Texuuyeckuii KaHajd yYTe4KM HMH(OPMAUMHM — COBOKYIHOCTb HOCHUTEIIA
undopmanuu (cpeactBa  o0pabOTKH), (PU3MYECKON Cpeabl pacrnpoCTpaHEHUs
MH(POPMATUBHOTO CHUTHAJla M CPEJCTB, KOTOPBIMU JIOOBIBaE€TCA 3aluilaemas
uHbOopMaIIHs.

TpancrpanuyHasi mnepegadya MepPCOHANBHBIX JAHHBIX — T[epenaya
NEepCOHAIBHBIX TAHHBIX omnepatopoM depe3 ['ocynapcTBeHHyto rpanuily Poccuiickoii
@denepanii OpraHy BJIACTM HWHOCTPAHHOTO TOCYJIapCcTBa, (PU3NYECKOMY WIU
IOPUIMYECKOMY JIMIY HHOCTPAHHOT'O FOCYapCTBa.

Yrpo3sl 0€30MaCHOCTH NMEePCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUN U
(GakToOpoB, CO3MAIOIMIMX OMACHOCTh HECAHKIMOHHUPOBAHHOTO, B TOM YHCIIE
CIIy4alHOT 0, JOCTYIIa K IEPCOHAIBHBIM JJaHHBIM, PE3YJIbTATOM KOTOPOT'O MOKET CTaTh
YHUUTOXKEHHE, W3MEHEHHEe, OJIOKMpOBaHUE, KOIMPOBAHUE, PaCIpPOCTPaHEHUE
NEPCOHAIBHBIX JTAHHBIX, & TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JECHCTBUU MPHU HUX
00paboTke B HHGOPMAITMOHHON CUCTEME TIEPCOHAIBHBIX JaHHBIX.

YHuUUYTOKEeHNE NMEePCOHAIbHBIX JAHHBIX — JCHCTBUS, B PE3YJIbTATE KOTOPBIX
HEBO3MOXHO BOCCTAHOBHUTH COZIEpKaHUE TIEPCOHATBHBIX IAHHBIX B HH(POPMAIIHOHHOMN
CUCTEME TMEPCOHAJbHBIX JIaHHBIX WJIM B PE3YJbTAaTE KOTOPBIX YHHYTOKAKOTCS
MaTepHuaIbHbIE HOCUTEIN NEPCOHAIBHBIX TaHHBIX.

Yreuka (BammmaeMoi) HHGOPMANUMU IO TEXHHYECKHM KaHajIaM —
HEKOHTPOJIUPYEMOE pacHpoCTpaHEeHHuE HHPOpPMAIMM OT HOCUTENS 3allMIacMOn
uHdopmaruu  depe3  (pusMUecKyro  cpedy 0  TEXHUYECKOTO  CpPEJICTBa,
OCYILIECTBJISIONIETO MepexBaT HH(HOPMALIUH.

Ys3BUMOCTB — €1a00CTh B CPEJICTBAX 3ALIUTHI, KOTOPYIO MOKHO UCIIOJIb30BATh
JUTs1 HApYILIEHUS] CUCTEMBI WJIM COJIep Kallelicsl B Hel nHpopMaIiuu.

esocTHOCT, MHGOPMANUM — CIIOCOOHOCTh CPEJICTBA BBIYMCIHTEIBHOM
TEXHUKA WM AaBTOMATH3WPOBAHHOM CHUCTEMBI OOecneunBaTh HEM3MEHHOCTH
uHQOpMAIIM B YCJIOBHUSX CIy4alHOTO W/WIA TPEIHAMEPEHHOTO HCKAKCHUS

(pa3py1enus).
2. OBO3HAUYEHUSA U COKPALIEHUSA

ABC — aHTHBUPYCHBIE CpEJICTBA
APM — aBTomMaTu3npoBaHHOE paboyee MeCTO



BTCC — BcrmomorarenbHble TEXHAUECKUE CPEACTBA U CUCTEMBI
NCIIIx — nHdopMallMOHHAsI CUCTEMA MEPCOHATBHBIX IAHHBIX
K3 — konTponupyemas 30Ha

JIBC — nmoxasibHasi BBIYMCIUTENBHAS CETh

MD — MexceTeBOM IKpaH

HCJI — HecaHKIIMOHMPOBAHHBIN TOCTYI

OC — onepanoHHasi cUCTEMA

I1/IH — nepcoHaNbHbIE JaHHBIE

IIMB — nporpaMMHO-MaTeMaTUYECKOE BO3AEUCTBUE

[10 — nporpammMHoe o0ecrieueHue

[I9MUH — no6oyHbIe 37€KTPOMArHUTHBIE U3TYUYE€HUS U HABOJKU
CA3 — cucreMa a"Hann3a 3alUIICHHOCTH

C3U — cpexacTra 3amuThl UHGOPMAITUU

C3I1H — cucrema (moacucreMa) 3aiuThl IEPCOHAIBHBIX JAHHBIX
COB — cucrema o6HapyKeHHs] BTOPKEHUHN

TKYU — texunueckue kaHalbl yTeYKU UHPOpMaLIUU

YBIT/IH — yrpo3sl 6€301macCHOCTH TEPCOHATBHBIX TAHHBIX

3. BBEJIEHUE

3.1. Hacrosmas Konnenmus uandopmannonnoi 6e3onacuoctu UCIT[In MBOY
r. Actpaxanu «CpenHss o0ieoopa3oBatenbHas mkojia Ne32y (nanee — YupexaeHue)
ABIIAeTCS OUIIMATBHBIM JOKYMEHTOM, B KOTOPOM OIpe/iefieHa CUCTeMa B3TJIsI0B Ha
oOecrieueHue MHGOPMAIIMOHHON 0€30MacHOCTH Y UpexKICHUSI.

3.2. Heob6xonumocTth paspaboTku KoHnenmuu o0yclioBlIEHa CTPEMHUTEIbHBIM
pacmipeHreM cdepsl TPUMEHEHUS HOBEMIINX WH(OPMAIMOHHBIX TEXHOJIOTHH U
IIPOIIECCOB TIpU 00paboTKe HH(pOpMAIMU BOOOINE, W TEPCOHAIBHBIX JaHHBIX B
YaCTHOCTH.

3.3. Hactosimass Konuenuusi onpenensieT OCHOBHBIE LENH M 3a/1aud, a TaKXKe
OOIIYI0 CTPATErHIO MOCTPOCHHSI CUCTEMBI 3alTUThI IepcoHanbHbIX AaHHBIX (C3I1/IH)
Yupexaenus. Konnemnius onpeaenser OCHOBHbIE TpeOOBaHUS M 6a30BbI€ MOIXObI K
WX peanu3aliui, JUisi JOCTHKEHHS TpeOyeMoro ypoBHs 6€30macHOCTH HH(pOpMAaITUu.

3.4. Konneniiusi pazpaboTaHa B COOTBETCTBHH C CHCTEMHBIM TIOJIXOJIOM K
obecrieueHuto nHGopMarmoHHoN 6e30macHOCTH. CUCTEMHBIN MOIX0]] TPEIoIaraet
MPOBEJCHUE KOMIUIEKCA MEpPOINPUATHM, BKIIOYAIOIIUX HCCIEIOBAHUE  YIPO3
nH(OPMAITMOHHON 0€30MacCHOCTH U pa3paboTKy cuctembl 3amuThl [1/1H, ¢ mo3unuu
KOMIUIEKCHOTO TPUMEHEHUSI TEXHUYECKUX W OpPraHU3allMOHHBIX MEP U CPENCTB
3aIIUTHIL.

3.5. Ilox nadopmarmonHoii 6e3omacHocThIO [1/[H MOHMMaeTCs 3aTUIIIEHHOCTh
MEPCOHANBHBIX JaHHBIX B oOpabaThiBaromeil ux WHOPACTPYKTYpe OT JIOOBIX
CIyYallHbIX WJIM 3JIOHAMEPEHHBIX BO3JCHUCTBUM, PE3YIbTaTOM KOTOPBIX MOKET
SBUTHCS HaHeceHue yiiepOa caMoi uHdopManuu, ee Biajaenbiam (cyonrexkram [1/1H)
uiu  uH@pacTpykType. 3amaud HMHPOPMALMOHHON OE30MaCHOCTH CBOMSTCS K
MHUHUMU3AIUU yiiepOa OT BO3MOXKHOW peanuzanuu yrpo3 OeszonacHoctu I1/IH, a
TaKXe K MPOTHO3UPOBAHUIO U MIPEIOTBPAILICHUIO TAKUX BO3CHCTBUH.



3.6. Konneniuss ~ cay>kut  OCHOBOM  jis  pa3pabOTKU  KOMILIEKCA
OpraHM3aIlMOHHBIX M TEXHUYECKUX Mep Mo obecneyeHuto HHGOPMAIMOHHON
0e30MacHOCTU YUPEKJICHUsI, a TAKKE HOPMATUBHBIX U METOJUYECKUX JOKYMEHTOB,
0o0€eCreynBaIIUX €€ pealu3aluio, W He MpeanojiaraeT MoAMEHbl (DYHKIMI
rOCyJIapCTBEHHBIX oOpraHoB Biactd Poccuiickon ®exnepanuu, OTBEYAOIIUMX 34
oOecrieueHue 6€30MacHOCTU MH()OPMATMOHHBIX TEXHOJIOTMH U 3aLIUTY UH(POPMALIUH.

3.7. Konuenuus siBI€TCA METOAOJOTUYECKOH OCHOBOM IS

— (hopMHUPOBaHUS U MPOBEICHUSI €IMHON TTOJIMTUKU B 00J1acT 0OecTieUeHUs
oe3omacuoctu 1/ 8 UCTI/IH;

— MPUHATHUS YIPABICHUYECKUX PEIICHUN M Pa3pabOTKU MPAKTUUECKUX Mep
MO0 BOIUIONIEHWIO TMOMUTUKU Oe3omacHoctu [IJIH W BBIPaOOTKH KOMIUIEKCA
COTJIACOBAHHBIX MEP HOPMATHUBHO-TIPABOBOT0, TEXHOJIOTHYECKOT'0 U OPraHU3aIIMOHHO-
TEXHUYECKOT'0 XapaKTepa, HapaBJICHHBIX Ha BBISBICHUE, OTPAXKEHUE U JTUKBUIAIUIO
MOCJICICTBUY peann3aluy pa3IndHbIX BUI0B yrpo3 [1/1H;

— KOOPJIMHAIIMH JICSITEIbHOCTU CTPYKTYPHBIX MMOJpa3/IeICHU Y UpexaeHus
npu mpoBeneHun paboT mo pa3Butuio W dkcimyatanuu UCIIH ¢ coOmoneHuem
TpeboBaHuit obecneyeHus: 6e3omacHoctu [1/1H;

— pa3paboTKM  MPEAJIOKEHU 10  COBEPIICHCTBOBAHUIO  IPABOBOIO,
HOPMAaTHUBHOT'O, METOJIUYECKOT0, TEXHUYECKOTO0 U OPTaHU3aIMOHHOTO 00eCTeUYeHUS
oesomacuoctu [1/1a 8 UCIT/IH.

3.8. O6macte npuMenenus KoHIENIMU  paclpocTpaHsieTCss Ha  BCe
noApa3AeieHusl YUpeKIeHHUs, B KOTOPBIX OCYIIECTBISETCS aBTOMATU3UPOBAHHAs
oOpabotka [IJIH, a Takke Ha MoApa3ieNieHHs], OCYIIECTBISIONINE COMPOBOKICHUE,
oOcny>KrMBaHHe U obecrnieueHre HopManbHoro ¢pynkimonuposanus UCIT/x.

3.9. [IpaBoBoif 06azoif s pa3paboTku Hacrosmed Konmenmuu ciyxar
TpeOoBaHuA ACHCTBYIOMMX B Poccry 3aK0HO1aTETbHBIX 1 HOPMATHUBHBIX IOKYMEHTOB
10 00ecIeUYeHHI0 OE30ITaCHOCTH MepCcoHaNbHBIX AaHHBIX ([1/1H).

4. OBIIIME ITOJIOKEHUA

4.1. Hacrosiiass Konuenmusi onpenenser OCHOBHBIE LIEIM U 3a/1a4d, a TaKKe
OOIIyIO0 CTPATETHIO MTOCTPOCHHUS CUCTEMBI 3aIIUTHI IePCOHATBHBIX AaHHBIX (C3I1/IH)
Vupexnenusi, B coorBerctBuu ¢ llepeunem WCII[In. Konuenuwms ompenensiet
OCHOBHBIE TpeOOBaHUS W 0a30BBIC MOAXOIBI K HMX pEaNU3alMH, JJIS JOCTHKCHUS
TpeOyeMoro ypoBHs 6€30macHOCTH HH(DOpMAITIH.

4.2. C3I1In mpexacraBmsieT co0OM COBOKYNMHOCTh OPTraHU3AlMOHHBIX W
TEXHUYECKUX MEPONPUATUN 11 3aiuThl [I/[H OT HEMpaBOMEPHOro WK CIyYalHOIO
J0cTyna K HHUM, YHHUUYTOXXCHHs, M3MEHEHHUS, OJOKHUPOBAaHWS, KOMHMPOBAHUS, pac-
npoctpanenus [1J[H, a Takxke MHBIX HENPABOMEPHBIX IEUCTBUN C HUMM.

4.3. be30macHOCTh MEePCOHANBHBIX JAHHBIX JOCTUTACTCS MyTeM HCKIIIOUCHHUS
HECAHKIMOHUPOBAHHOTO, B TOM YHCIJE CIy4YalHOro, IOCTyna K MEePCOHAIbHBIM
JAQHHBIM, PE3yJIbTATOM KOTOPOTO MOXKET CTaThb YHHUUTOXEHUE, W3MEHEHHUE,
0JIOKMpOBAaHUE, KOMUPOBAHUE, PACIPOCTPAHEHUE NMEPCOHAIBHBIX JIAHHBIX, a TaK¥kKe
VHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUMU.



4.4. Ctpykrypa, coctaB u ocHOBHble QpyHKIMU C3II{H onpenenstorcs ucxons
n3 kimacca MCII[An. C3IIJIH BKIrOYaeT OpraHM3alMOHHBIE MEPBl U TEXHUYECKHE
CpeACTBa 3aIUThl HHPOpMAIINH (B TOM YuCie MUGPOBaIbHbIE (KPUTITOrPAPUUECKUE)
CPEICTBA, CPEICTBAa MPEIOTBPAILEHUS HECAHKIHMOHUPOBAHHOIO JOCTYIA, YTEUKH
uH(pOpMAaIMKU IO TEXHUYECKUM KaHalaM, IPOrpaMMHO-TEXHUYECKUX BO3ACHCTBUN Ha
TeXHUYEeCKHe cpesicTBa o0padoTku [1][H), a Takke ucnonb3yeMbie B MHPOPMAITMOHHOM
cucteMe MHPOPMALIMOHHBIE TEXHOJIOTHH.

4.5. OTu Mephl IPU3BaHbl 00ECIEUNTD:

— KOHQUACHIHAIBHOCTh WH(pOpPMAIUU (3alUTa OT HECAaHKUHOHUPOBAHHOIO
03HAKOMJICHHUS );

— LIENIOCTHOCTh ~ MHGOpManKu  (aKTyaldlbHOCTh W HENPOTUBOPEUYHUBOCTD
uHbOpMaIlIMK, €€ 3alUIIEHHOCTh OT pa3pylleHus W HECaHKIMOHHWPOBAHHOIO
U3MEHEHUS );

— JIOCTYIHOCTh MHGOpMAaLMK (BO3MOXKHOCTh 32 MPUEMIIEMOE BPEMS MOIYUYUTh
TpeObyeMyro HHOOPMAIIMOHHYIO YCIIYTY).

4.6. Craguu co3ganus C3I1/IH BKIIFOYaroOT:

— NMpeANpoeKTHas CTaaus, BKJIIOYAIOU[as MpeANpoeKTHOe oOcae0BaHue
UCTIIH, pa3paboTKy TEXHHYECKOro (YaCTHOTO TEXHUYECKOro) 3aJaHus Ha ee
CO3/1aHHE;

— cTaausi MpoeKTHpoBaHus (pa3paboTku mpoektoB) u peanusauuu MCIIH,
BKITrogaromas paspadorky C3I11u B coctaBe UCII/IH;

— ctaaus BBoja B aeiicteue C3I1/[H, BKiTIOYaroIas OMBITHYIO SKCIUTYaTaIUIO U
PUEMO-CAATOYHbIE HMCHBITAHUSA CPEJCTB 3allIUThl MHMOpPMAIMU, a TAKXKE OLEHKY
cootBetcTBUst MUCII/IH TpeboBanusiM 0€30MacHOCTH HH(POPMAIIUH.

4.7. OpranvzalluOHHBIE MEpbI TMPEIYCMATPUBAIOT CO3/JaHUE M TOJJEp)KaHUE
npaBoBoii 0a3bl Oe3omacHoctd IIJIH m pa3paborky (BBeacHHE B JCHCTBHE)
npenycMoTrpeHHbix  [lomutukoit  mHbopmarnmonnoit  OezomacHoctu  MCII/In
CJIEIYIONINX OPTraHU3aIMOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB:

— UHCTPYKIMIO aJMUHUCTpATOpa HMH(POPMALMOHHBIX CHCTEM IMEPCOHAIBHBIX
JTAHHBIX TI0 0OecTieueHnI0 0€30MaCHOCTH TEPCOHANBHBIX JaHHBIX;

— HHCTPYKLMIO O  TIOPSAAKE  PE3EpBUPOBAHUS U BOCCTAHOBIICHHUS
paboTOCIIOCOOHOCTH TEXHUUYECKUX CpPENCTB, MPOTrpaMMHOro obecrneueHuss u 0a3
JTAHHBIX;

— MUHCTPYKITMIO OTBETCTBEHHOTO 32 00Pa0OTKY MEepCOHATBHBIX JAHHBIX;

— UHCTPYKIUIO 10 OPraHU3alNN aHTUBUPYCHOW 3aIUTHI,

— UHCTPYKLMIO IO TOPSAJAKY ydeTa M XPAHEHUI0 JOKYMEHTOB, COZIEpPKaLIUX
IIEPCOHAJIbHBIE IaHHBIE;

— HHCTPYKLMI0O 10 ofecredeHnio Oe30MacHOCTH 3KCIUTyaTallud CPEICTB
kpunrorpaduyueckon 3amutel nHGopmaruu (CK3M);

— UHCTPYKIMIO MO MOPAJIKY ydeTa U XPaHEHUI0 MAIMHHBIX HOCUTENEH
KOH(UAEHIIMaTbHOU HHPOpMAIHU (IEPCOHATBHBIX JAHHBIX);

— UHCTPYKLMIO MOJb30BaTENsl HWH(POPMALMOHHBIX CHUCTEM MEPCOHAIBHBIX
JAHHBIX 110 00€CIIEYeHNIO 0€30MACHOCTH IEPCOHAIIBHBIX JaHHBIX;
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— UHCTPYKLHUIO OCYIIECTBIEHUS BHYTPEHHErO0 KOHTPOJS COOTBETCTBHS
00pabOTKH MEPCOHAIBHBIX TAHHBIX TPEOOBAHUAM K 3aIUTE MEPCOHATBHBIX JAHHBIX;

— UHCTPYKIMIO TMOJb30BaTeNsl MO OOecredeHruto 0e30MacHOCTH 00paboTKu
MEPCOHATBHBIX JAHHBIX, IPX BO3SHUKHOBEHUH HEIUTATHBIX CUTYAILIUM.

4.8. TexHnueckre  Mepbl  3alIUThl  PEATU3YIOTCA  OpU  [OMOILIH
COOTBETCTBYIOLIUX MPOrPAMMHO-TEXHUYECKUX CPEJCTB U METOJIOB 3AILIUTHI.

4.9. IlepeueHb HEOOXOAUMBIX MEp 3alIUThl WH(POPMAIMU OMPEACISICTCS IO
pe3ynbrataMm BHyTpeHHel nposepku O0e3omnacHoctu UCTI/IH.

5.3AJJAYU C3IIH

5.1. OcHoBHnoii nenwto C3I1/IH sBnseTcss MUHUMU3ALKS yiiepOa OT BO3MOXKHOU
peanuzanuu yrpo3 6e3zonacHoctu [1J[H.

5.2. lna moctmkeHus ocHOBHOM menu cuctema Oe3omacHocTu I1Jn MCIIOH
J0JKHA o0ecrieunBath 3G(HEKTUBHOE PEIICHUE CIICIYIONIUX 3a1a4:

— 3allUTYy OT BMemareabcTBa B Tpouecc QyHkuuonupoBanus WCIIH
MOCTOPOHHUX JIKIl (BO3MOXKHOCTh Hcmosib3oBanusi AC M JOCTynm K ee pecypcam
JOJDKHBI ~ MMETh  TOJBKO  3apErUCTPUPOBAHHBIE  YCTAHOBJIEHHBIM  IOPSJIKOM
M0JIb30BATEIIN );

— pazrpaHUYC€HUE  JIOCTyNa  3apErMCTPUPOBAHHBIX  MOJIB30BaTelel K
anmapaTHbIM, TPOrpaMMHBIM U HHGopManoHHbIM pecypcam UCTI[IH (BO3MOXKHOCTh
JNOCTyIla TOJIBKO K TEM pecypcaM U BBIIIOJIHEHMS TOJIBKO TEX Ollepaluui C HUMHU,
KOTOpBIE HEOOXOANMMBI KOHKPETHBIM mnojb3oBarensiMm UCIIJIH fu1st BHITOJIHEHHS] CBOUX
CITy’K€OHBIX 0053aHHOCTEH ), TO €CTh 3aIUTY OT HECAHKIIMOHUPOBAHHOTO JOCTYyMA!

— Kk uHopmanmu, mupkymupyromeit B UCIIH;

— cpeacTBam BbeluncauTenbHol Texuuku UCII/H;

— amnmapaTHbIM, MPOTPAMMHBIM U KPHUOTOTPAPUUYECKUM CPEACTBAM 3alllUTHI,
ucnons3zyeMbiM B UCIT/]H;

— PErUCTPALMIO JCWCTBUM TMOJIB30BATEIECH MPHU HMCIIOJIb30BAHUM 3aIUIIAECMbBIX
pecypcoB HMCIIJIH B CHCTEMHBIX XKypHaJIaX U NEPUOJUYECKUH KOHTPOJIb
KOPPEKTHOCTH JECUCTBUM MOJIBb30BATENEH CUCTEMBI ITyTEM aHAIU3a COLEPKUMOTO ITUX
XKYPHAJOB;

— KOHTPOJIb IEIIOCTHOCTU (0OecTieueHrne HEM3MEHHOCTH) CPENIbl MCIIOJHECHHUS
IIPOTPAMM H €€ BOCCTAHOBJICHUE B CIIy4ac HapYILLICHUS,

— 3aIIUTY OT HECAHKIIMOHUPOBAHHON MOJIU(DUKAIIMN ¥ KOHTPOJIb IIEJIOCTHOCTH
ucnonbzyeMblx B UCIIJIH mporpaMMHBIX CpPEICTB, @ TaKXKe 3alIUTy CHCTEMBbI OT
BHEAPEHUS HECAHKIIMOHUPOBAHHBIX IPOrPaAMM;

—3amuty [IJIH OT yTeuku MO TEXHUYECKUM KaHajaM Ipu ee 00paboTke,
XPAaHEHHH U IIepelade MO KaHAIAM CBSI3H;

—3auuty [IJIH, XpaHnumoii, oOpabaTbiBaeMoOil U TepeAaBaeMoOl MO KaHajaaM
CBSI3M, OT HECAHKIIMOHUPOBAHHOTO Pa3rJlallleHUs] WA UCKAXKECHUS,

— o0ecreueHre  JKUBYYECTH  KPUOTOTpaUUYECKUX  CPEACTB  3alUTHI
MH(pOpMALIK TIPU KOMITPOMETALIUU YACTHU KIIOYEBOU CUCTEMBI;
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— CBOEGBPEMCHHOE BBISIBJIICHHE MCTOYHUKOB yrpo3 Oe3zonacHoctu [1/H, mpuamnH
U YCIIOBUM, CIOCOOCTBYIOIIMX HaHECEeHUIo yuiepba cyowbekram IIJIH, coznmanue
MEXaHM3Ma OIEPAaTHBHOTO pearupoBaHHWs Ha Yrposbl Oe3omacHoctn [IJI[H u
HETaTUBHBIC TCHICHIINN;

— CO37IaHK€ YCIOBHUH ISl MUHUMU3AINN U JIOKAJIH3al[ii HAaHOCHMOTO yiepOa
HEMPABOMEPHBIMU JACHCTBUSAMU (U3MYECKUX W IOPUAUYCCKUX JIHIl, OcabJieHue
HETaTHBHOTO BIIMSIHUS W JIMKBUAIUS MTOCJICICTBHIA HapyiieHus 0e3omacHoct [1/1H.

6. OBBEKTbBI 3AHINTHI

6.1. Ilepeuenb HHGHOPMAIITMOHHBIX CHCTEM.
B MBOY r. Actpaxanu «Cpennsisi 001eo0pasoBarenbHas mkosa Ne32
POU3BOJUTCA 00pabOTKa NEPCOHATIBHBIX JaHHBIX B MH()OPMAIIMOHHBIX CHCTEMAaX
00paboTku nepcoHanbHbIX AaHHbIX (UCIIH).
[Tepeuens UCII/IH onpeaensieTcss HA OCHOBAaHUHU BHYTPEHHET0 00CIEI0OBAHNS.

6.2. [lepeueHb OOBEKTOB 3AIIUTHI.
OObeKxTaMu 3alUTHI SBISIIOTCS — HHpopMartius, oopadarsiBaemas B UCIIH, u
TEXHUUYECKHUE CPE/ICTBA €e 00pabOTKH M 3alUTh. [lepeueHb nmepcoHaNbHbIX TaHHBIX,
NOJIIEKAIINX 3alUTe, onpezeneH B [lepedHe nepcoHaibHbIX JaHHBIX,
obpabarteiBaeMbix B MBOY 1. Actpaxanu «CpemHssi o01ieoopa3oBarenabHas MmKoJia
Ne32y.
OOBEKTHI 3aIUTHI BKIIOYAIOT:

— oOpabaTbeiBacMast HHGOpMAIIUS,

— TeXHOJIOTUYecKasi HHpOpMaIIus;

— MPOTrpaMMHO-TEXHUYECKHE CPEICTBA 00pabOTKH;

— cpenctia 3amuThl [1J1H;

— KaHaJibl ”HGOPMAIIMOHHOTO OOMEHA M TeJICKOMMYHUKAITUH;

— 00BEKTHI U MMOMEIICHHS, B KOTOPBIX pazMerieHbl kommoHeHTh UCIT/IH.

7. KTIACCU®UKAIIUA MOJB30OBATEJEN UCTITH

7.1. Ilonp3oBatenem  MCII[In  saBasercs  JuIo,  y4acTBYyIOlllee B
GYHKIIMOHUPOBaHUH WHOOPMAIIMOHHOW CHUCTEMBI TIEPCOHATBHBIX JAHHBIX WJIU
UCIIONIb3YIoIIee pe3ynbTarel ee (yHkuuonupoBanus. [lomszoBatenem WCII/IH
ABJsIeTCs 000U coTpynHMK YupexnaeHusd, umeromuii goctyn k HUCIIH u ee
pecypcaM B COOTBETCTBHM C YCTAHOBJIICHHBIM MOPSJKOM, B COOTBETCTBHUU C €IO
GYHKITMOHATBHBIMU 00sI3aHHOCTSIMU.

7.2. ITonw3oBarenmu MCIIJIH nensatcs Ha Tpu OCHOBHBIC KATETOPHH:

7.2.1. Anmunuctpatop HUCII[Ia. CotpynHuku  YUpexaeHus, KOTOpbIe
3aHUMAIOTCSl  HACTPOMKOM,  BHEJIPEHUEM U  COMPOBOXKACHUEM  CHUCTEMBI.
Anmvunnctparop UCII/Ix obnanaer cieayomuM ypoBHEM JIOCTyA!

— o0nagaeT nojiHoM uH(pOpMalLKeil 0 CHCTEMHOM U MPUKIATHOM MPOrPaMMHOM
ob6ecrnieuennu UCII/IH;

— o0nagaeT nojsHOM nH(MOpMaLKe 0 TEXHUYECKUX CPe/ICTBaX U KOHPUrypauuu
NCIIdx;
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— MUMEET JOCTYI KO BCEM TEXHHUYECKUM CpeICcTBaM 00pabOTKH MH(pOpMALUU U
nanabiM UCIT/TH;

— o0yiajaeT mpaBaMU KOH(UIypUpOBaHUS M aJIMUHHUCTPATUBHON HACTPOMKH
texuudyeckux cpencts UCII/IH.

7.2.2. llporpammuct-pazpadotunk MCII[Jn. CoTtpyanuku YupexaeHus HiId
CTOPOHHMX OpraHu3alMii, KOTOpbIE 3aHUMAIOTCA pa3pabOTKOM MPOrpaMMHOTO
ob6ecneuenus. Pazpaborunk UCIIJH o6nagaeT ciaeayomuM ypoBHEM JOCTYIIA:

— obmamaer wuHpopMauuend o0 anropuTMax M IHporpammax o0pabOTKH
unpopmanuu Ha UCII/IH;

— o0yajaeT  BO3MOXHOCTSMH BHECEHHUsI OMIMOOK, HEIEKJIapUPOBAHHBIX
BO3MOKHOCTEW, TPOrpaMMHBIX 3aKJIaJI0K, BPEIOHOCHBIX IPOTrpaMM B IIPOTrPaMMHOE
obecneuenue UCII/In Ha cTaanu ee pa3paOOTKH, BHEAPEHUS U CONIPOBOKACHHUS;

— MOXET pacrnoiarath J0bIMH (QparMeHTaMu HHQOpPMAlKMKU O TOIMOJOTHH
NCTIIH 1 TexHruuecKkux cpeacTBax 00padoTku u 3amuThl [1/[H, oOpadaThiBaeMbIX B
NCIIdx.

7.2.3. Onepatop UCII[In. Cotpyanuku mnojpasaeiaceHuil  YupexaeHus
yuactBytomux B mpouecce skcmutyataiuu WCIIJn. Onepatop UCII[In o6Gnanaer
CJIEAYIOIINM YPOBHEM JIOCTYyIA:

— o0yiajlaeT BCeMHM HEOOXOJUMBIMH aTpuOyTamMu (Hampumep, Mapojem),
o0ecreunBaIMMU JOCTYII K HEKOTOpoMY o MHoxecTBY I1/1H;

— pacrnonaraeT KOH(pUIeHMaIbHBIMU JaHHBIMH, K KOTOPBIM UMEET JIOCTYII.

7.3. Kareropun mnomnp3oBaTesiell JODKHBI OBITh ONpPENENEHbl s KaKIOW
NCIIOna. JlomkHO OBITH YTOYHEHO pa3jieiieHue COTPYIHUKOB BHYTPH KaTErOpU, B
COOTBETCTBMM C THIIAMH I[IOJIb30BaTelel, omnpeacieHHbiMu B IlonmTuke
uH(OPMAIIMOHHON 0€30TaCHOCTH.

7.4. Bce BbIABICHHBIC TPYINBI IOJb30BaTeliell oTpaxkatrorcss B Ilepeune
JOJDKHOCTEH pabOTHUKOB, JOMYIIEHHBIX K paboOTe ¢ MEPCOHAIbHBIMU JaHHBIMU U
3aMelIeHNE KOTOPBIX MPEIyCMAaTPUBAET OCYIIECTBIEHHE 0OpaObOTKU MEPCOHAIBHBIX
JaHHBIX JMO0O0 OCYILECTBICHHE JIOCTYIA K MEPCOHAJIbHBIM JAHHBIM B YUpexkIACHUS
MYHHUITMIIAIBHOTO ~ oOpa3zoBanusi  «Capamynbckuii  padion». Ha  ocHoBaHuM
oOcneoBaHMs OMpenenstoTes mpasa noctymna k anementam UCII/In nns Bcex rpynm
MOJIB30BATENICH U OTpa)xarTcsa B PazpemmurensHol cucteme 10CcTyna COTPYAHUKOB K
pecypcaMm HH(OPMAlMOHHBIX CHCTEM NEPCOHAIBHBIX HaHHBIX, MPHUHAJICKAIINX
MBOY r. Actpaxann «Cpennsist oomeoOpazoBaTenbHas mkoja Ne32y.

8. OCHOBHBIE ITPUHIUIIBI IOCTPOEHUSA CUCTEMBbI
KOMILJIEKCHOM 3AIUTHI UH®OPMALIUU

8.1. [Toctpoenue cucrembl obecnieueHus O6e3zonacHocty I1[In B UCII[IH n ee
(GYHKIIMOHUPOBAHUE JIOJHKHBI OCYIIECTBIATHCS B COOTBETCTBHH CO CISAYIOITUMU
OCHOBHBIMH IIPUHITATIAMH:

— 3aKOHHOCTb;

— CUCTEMHOCTb;

— KOMILUIEKCHOCTD;
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— HEMPEPHIBHOCTD;

— CBOCBPEMEHHOCTb;

— MPEEMCTBEHHOCTh U HEMPEPHIBHOCTh COBEPIIICHCTBOBAHMS;

— MEepPCOHAJIbHASI OTBETCTBEHHOCTH;

— MUHHMU3AIHS TTOTHOMOYHHT;

— B3aMMOJICUCTBUE U COTPYTHUUECTRBO;

— THOKOCTh CUCTEMBI 3aIUTHI,

— OTKPBITOCTh aJITOPUTMOB U MEXaHU3MOB 3aIUTHI;

— MPOCTOTA IPUMEHEHHUS CPEACTB 3AIIUTHI;

— Hay4yHast 000OCHOBAHHOCTh U TEXHUUECKAsl Pean3yeMOCTh;

— cHeuaIu3aius u npoQpecCuoHaInu3M;

— 00513aTeILHOCTH KOHTPOJIS.

8.2. 3aKOHHOCTb.

8.2.1. IlpeanonaraeT OCYIIECTBIECHUE 3aIIUTHBIX MEPOIPHUATUN U Pa3pabOTKy
C3I1[Jn VYupexaeHuss B COOTBETCTBHU C JEHCTBYIOIIMM 3aKOHOJATEIILCTBOM B
obnactu 3amuThl [1JIH 1 1pyrux HOpMATUBHBIX aKTOB MO 0€30MacCHOCTH HH(OPMAIIUH,
YTBEPKACHHBIX OpraHaMu TOCYJAapCTBEHHOW BJIACTH W YIIPaBIICHHs B TIpejesiaXx Ux
KOMIICTCHITUH.

8.2.2. Tlonp3oBarenu u obchyxuBaromuii nepconan I[1[Ian UCIIAH momkHbI
OBITH OCBEJOMJICHBI O TOpsAJKE paboThl ¢ 3amuiiaeMor uHpopmarueid u 00
OTBETCTBEHHOCTH 32 3amuty [1/[H.

8.3. CHCTEMHOCTb.

8.3.1. Cuctemusiii moaxon k nocrpoeruto C3IIJIH mpeamonaraer y4eT Bcex
B3aMMOCBS3aHHBIX, B3aUMOJICCTBYIOIIUX U MU3MEHSIOIINXCS BO BPEMEHH AJIEMEHTOB,
yCJIOBHH 1 ()aKTOPOB, CYIIIECTBEHHO 3HAUYMMBIX JJIS1 IOHUMAaHUS U PEIICHUS MPOOIEMBI
obecrreuenust 6e3onacuoctu I11x MUCITIH.

8.3.2. Ilpu co3maHuu CUCTEMBI 3alIUTHI JIODKHBI YUUTHIBATHCS BCE Cla0bie U
HanboJiee ys3BUMBIC MecTa cucTeMbl 00padoTku [1/1H, a Takke xapakTep, BO3MOXKHBIC
OOBEKTHl W HAIpaBJICHUS aTaK HAa CHUCTEMY CO CTOPOHBI HapymHTesed (0COOCHHO
BBICOKOKBATU()HUITMPOBAHHBIX  3JOYMBIINIJICHHUKOB), TyTH IPOHHUKHOBCHHUS B
pactipenencHauabie cuctembl 1 HCJl k wmHpopmaruu. Cuctema 3alMThl JIOKHA
CTPOUTHCS C YUETOM HE TOJIbKO BCEX M3BECTHBIX KaHaoB npoHukHoBeHUs U HCJI k
nH(pOpMaN¥M, HO U C YIETOM BO3MOXKHOCTH ITOSIBIICHUS PUHITUITHAIBLHO HOBBIX ITyTCH
peanuzaiuu yrpo3 0€30MacHOCTH.

8.4. KoMIIeKCHOCT®b.

8.4.1. KoMIuIeKCHOE HCTIOIB30BaHNE METOJIOB M CPEJICTB 3aIMUTHI MPE/IIToIaracT
COTJIACOBAHHOE TMPUMEHEHHE PA3HOPOJHBIX CPEJCTB MPHU TMOCTPOSHHUM IIEJIOCTHOM
CHCTEMBI 3alllUThl, NEPEKPHIBAIOIICH BCE CYIIECTBEHHBIC (3HAYMMBbIC) KaHAJIbI
peanu3anu yrpo3 W HE cojeprkarieil ci1adblXx MECT Ha CTBhIKaX OTISIBHBIX ¢
KOMITOHEHTOB.

8.4.2. 3amuTa JOJDKHA CTPOHUTHCSA DIICIIOHUPOBAaHO. JlJs Kakaoro KaHala
yTeuku MHOpMAIMK U JJIA KaXI0M Yrpo3bl 0€30MacHOCTH JIOJKHO CYIIIECTBOBATh
HECKOJIBKO 3alUTHBIX pyOexkeil. Co3aaHne 3allUTHBIX pYOeKer OCYIIEeCTBIACTCS C
Y4E€TOM TOT'0, 4YTOOBI Il WX TMPEOJOJICHUSA MOTCHIUAIBHOMY 3JI0YMBIIIJICHHUKY
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TpeOOBaIUCh MNPOPECCUOHANbHBIE HABBIKM B HECKOJBKUX HEB3aMMOCBA3aHHBIX
00JacTsX.

8.4.3. BHemHss 3amura J0JKHA 00ecneunBaThCsl (PU3NYECKUMH CPEJICTBAMH,
OpraHU3allMOHHBIMM U TPaBOBbIMH Mepamu. OIHHUM U3 HaubOoJee YKPEIUIEHHBIX
pyOexeil pu3BaHbl ObITh CPEICTBA KPUNITOIPAPUUECKON 3aIIUTHI, pEaTU30BaHHBIC C
ucnosibzoBanueM Texnoioruu VPN. Ilpukiiagnoil ypoBeHb 3alIUThl, YUUTHIBAIOIINAN
0COOEHHOCTH MPEAMETHON 00JIaCTH, IPEICTABISAET BHYTPEHHUIN pyOeX 3allUThI.

8.5. HenpepwiBHocTh 3amuthl [1]1H.

8.5.1. 3ammra I[1/IH — HE pa3oBoe MepONPUATHE U HE MPOCTAsi COBOKYMHOCTb
IIPOBEJCHHBIX MEPONPUSITHI U YCTAHOBJICHHBIX CPEJCTB 3alUTHI, & HEMPEPHIBHBIM
LeJICHANPABIEHHBII MPOIECC, MPEIINOoNaraloluii TPUHITHE COOTBETCTBYIOLUIUX MEp
Ha BceX Atanax xku3HeHHoro mukiaa UCIIH.

8.5.2. UCIIIlH f[OMmKHBI HAaXOAWUTHhCS B 3allMIIEHHOM COCTOSIHUM Ha
IPOTSHKEHUU BCEro BpeMEHM HX (YHKIIMOHUpOBaHMs. B COOTBETCTBUM C 3TUM
OPUHITMIIOM JIOJDKHBI MPUHUMATHCS MeEpbl 1Mo HepomymieHuto mnepexona WMCIIIH B
HE3aIUIIIEHHOE COCTOSIHUE.

8.5.3. bonpmMHCTBY (U3MYUECKMX M TEXHUYECKUX CPEJICTB 3allMUThl IS
3¢ PEKTUBHOTO BBITIOJHEHUS CBOMX (DYHKIIUH HE0OXOaMMa MOCTOSTHHAS TEXHUYECKas
U OpraHu3alnvoHHas (aAMUHUCTpAaTHBHAs) MOJJEPKKa (CBOCBPEMEHHAs CMEHa U
oOecrieyeHUEe TMPABWIBHOTO XpaHEHHUS W TPUMEHEHUS HMEH, MapoJiel, KIIodei
muQpoBaHUsl, MEepeoTnpeieieHre MOTHOMOYNH U T.11.). [lepepbiBbl B paboTe cpeacTB
3aIUTHI MOTYT OBITh HCTIOJIB30BaHbI 3I0YMBIIIICHHUKAMU JIJIs1 aHAJIM3a IPUMEHSIEMbIX
METOJAOB M CPEICTB 3alllUThl, [JIS BHEAPEHUS CIEIUAIbHBIX MPOrPAMMHBIX U
anmapaTHbIX '"3akJIagok" W IPYyTHX CPEACTB MPEOJOJEHUS CUCTEMBI 3alUTHI MOCIIE
BOCCTAHOBJICHHUSA €€ (PYHKIIMOHUPOBAHUSI.

8.6. CBOEBPEMEHHOCTb.

8.6.1. Ilpenmonaraer  ympexmaronuid  xapaktep  Mep  o0OecrnedeHus
6e3onacHoctu I1/1H, TO ecTh MOCTaHOBKY 3aaa4 1o KomruiekcHou 3amute UCII/IH n
peanuzanuio Mep obecrieueHus Oe3omnacHocTH [1J[H Ha paHHUX CcTaaUIX pa3pabOTKH
NCITIIH B 11e710M U €€ CUCTEMBI 3alTUThl HH(OPMAIIUH, B YaCTHOCTH.

8.6.2. PazpaboTka cuCTEMBI 3aIIUTHl JIOJDKHA BECTUCh TMApaUIeIbHO C
pa3paboOTKOM M pa3BUTHEM CaMOM 3allUIAeMOW CHCTEMBI. DTO ITO3BOJIUT Yy4ECTh
TpeOoBaHUs 0€30MACHOCTH MPHU MPOCKTUPOBAHUU APXUTEKTYPHI M, B KOHEUHOM CYUETE,
co3naTth Ooisiee 3 deKTUBHBIE (KaK MO 3aTpaTaM pPECcypcoB, TaK M IO CTOWKOCTH)
3aIHAIIEHHBIE CHCTEMBI.

8.7. IIpeeMCTBEHHOCTh M COBEPILIEHCTBOBAHHE.

IIpennonararoT NOCTOSSHHOE COBEPUIEHCTBOBAHUE MEP U CPEJCTB 3ALLNTHI
uH(OpPMAIN Ha OCHOBE TPEEMCTBEHHOCTH OPTaHU3AIMOHHBIX M TEXHUYECKUX
pEIIeHH, KaApOBOTO cocTaBa, ananu3a GpynkiruonnpoBanus UCIIIH u ee cucteMbl
3aIUTHI C YIE€TOM M3MEHEHUI B METO/IaX U CPENICTBAaX MepexBara nHpopmauu,
HOPMAaTUBHBIX TpeOOBaHUH MO 3allUTE, JOCTUTHYTOrO OTEUYECTBEHHOTO U
3apyO0eKHOTO OMbITa B 3TOM 00J1aCTH.

8.8. IlepconanbHasi OTBETCTBEHHOCTD.

[Ipennonaraer BO3/10)KEHUE OTBETCTBEHHOCTH 3a oOecriedeHre 0e30MacHOCTH
I1/TH 1 cuctembl UX 00pabOTKHU Ha KaXKJIOI'0 COTPYAHHUKA B MpeJiesiax ero
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MOJITHOMOYHHA. B COOTBETCTBUY C ATUM MPUHIIMIIOM paclpee/icHUue IpaB u
00s13aHHOCTEN COTPYAHUKOB CTPOUTCA TAKUM 00pa3oM, 4TOOBI B CIydae JIF000ro
HapYIICHUS KPYT BHHOBHUKOB OB YETKO M3BECTEH WM CBEJICH K MUHUMYMY.

8.9. [IpuHIMN MUHUMU3ALUK TOJTHOMOYUH.

8.9.1. O3nauvaer npeaoCcTaBICHUE MOIB30BATENIM MUHUMAJIbHBIX ITPaB T10CTYIIA
B COOTBETCTBUH C MPOU3BOACTBEHHON HEOOXOIMMOCTHIO, HA OCHOBE MPUHIIUTIA «BCE,
YTO HE Pa3PEIICHO, 3aMPEIICHOY.

8.9.2. Hoctyn k I1/IH 1omkeH npeocTaBisIThCs TOIBKO B TOM cllydae U 00beme,
€CIM  3TO HEOOXOAMMO COTPYIHHMKY JUIS BBIIOJIHCHHS €r0  JOJKHOCTHBIX
00s13aHHOCTEH.

8.10. B3aumopelicTBue U COTPYIHUUECTBO.

8.10.1. Tlpenmnonaraer co3manue OJaronpusiTHOW atMocdepbl B KOJUJIEKTHBaX
nojapaszzaeneHuit, ooOecneunBaromux jaesrenbHocTs WCIIAH, mns  cHWKeHUs
BEPOSTHOCTH BO3HUKHOBCHHSI HETaTHUBHBIX JICHCTBHM, CBA3aHHBIX C YEJIOBCUYCCKUM
dbakTopom.

8.10.2. B Takoil 00CTaHOBKE COTPYAHUKH JOKHBI OCO3HAHHO COOJIIOJATH
YCTaHOBJICHHBIC TPAaBWJIa U OKa3bIBaTh COACHCTBUE B JCATCIILHOCTH IMOAPA3ICIICHUN
TEXHUYCCKOW 3aIIUThl HHPOPMAIIHH.

8.11. 'mOkocTh cucteMsbl 3amuThl I[1/1H.

[TpuHATBIC MEPBI M YCTAaHOBJICHHBIC CPEJICTBA 3aIUTHI, 0COOCHHO B HAYaIbHBIH
NEPUOJ] UX IKCILTyaTallK, MOTYT 00ecTeurnBaTh Kak Ype3MepHbIi, Tak U
HEJ0CTATOYHBIN YPOBEHb 3alUTHI. /7151 oOecrieueHus BO3MOXHOCTH BapbUPOBAHUS
YPOBHEM 3allIUIIEHHOCTH, CPEJICTBA 3aIUTHI IOJKHBI 001a1aTh ONPEACICHHON
ruokocTbhio. OCOOEHHO BaXKHBIM 3TO CBOMCTBO ABJISETCS B TEX CIy4asix, KOTaa
YCTaHOBKY CPEJICTB 3allIUThl HEOOXOAMMO OCYILECTBIIATh Ha PaOOTAIOIIYIO CUCTEMY,
HE Hapylas mpolecca ee HOpMaIbHOTO (PYHKITMOHUPOBAHMS.

8.12. OTKpBITOCTH AITOPUTMOB M MEXAaHHU3MOB 3aIIHTHI.

CyTb npUHIIHIA OTKPHITOCTH aJTOPUTMOB M MEXaHHU3MOB 3aITUTHI COCTOUT B
TOM, YTO 3aIIMTa HE JOJKHA 00€CTIeUYnBATHCS TOIBKO 32 CYET CEKPETHOCTHU
CTPYKTYPHOU OpraHU3AIMK U alTOPUTMOB (DYHKIIMOHUPOBAHUS €€ TIOJICUCTEM.
3HaHME aNTOPUTMOB PaOOTHI CUCTEMBI 3AITUTHI HE JOJHKHO JJaBaTh BO3MOXKHOCTH €€
npeoosieHns (naxe apropam). OmHAKO, TO HE O3HAYAET, YTO HH(MOPMAITHUS O
KOHKPETHOM CHUCTEME 3aIUThI IOJHKHA OBITH OOIIEOCTYITHA.

8.13. IlpocToTa mpuMeHeHUs CPEACTB 3alTUTHI.

8.13.1. MexaHu3MBbI 3alUTHI JOKHBI OBITh MHTYUTUBHO TTOHSATHBI M TIPOCTHI B
ucroyib3oBaHuM. [I[puMeHeHne CpeICTB 3amuThl He TOKHO OBITh CBSI3aHO CO 3HAHUEM
CHEIUATBHBIX SI36IKOB WJIM C BBITIOJTHEHHEM JICHCTBHUM, TPEOYIOMNX 3HAYUTEITHHBIX
JOTIOTHUTENBHBIX ~ TPyIO3aTpaT TpH OOBIYHOW paboTe 3aperucTpUpPOBAHHBIX
YCTAaHOBIICHHBIM TIOPSJIKOM TIOJB30BaTENICl, a TakKe HE JOJDKHO TpeOoBaTh OT
MOJIB30BATENISI BBIIOJIHEHUS PYTUHHBIX MAJIOTIOHATHBIX €My omepanuid  (BBOJ
HECKOJIBKHUX TapoJIeii M1 IMEH | T.1.).

8.13.2. JloimkHa TOCTUTaThCsl aBTOMATH3AIMs MAaKCUMAJIBHOTO YKCIIa ICHCTBUI
noap3oBaresie u agMuauctpatopos MCIIH.

8.14. Hayuynast 000CHOBaHHOCTb U TEXHUYECKAS PEATM3yEMOCTb.
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8.14.1. UudopmallmOHHbIE TEXHOJIOTMHM, TEXHUYECKHE U IpPOrpaMMHBIE
CPEIICTBA, CPENCTBA U MEphl 3alUThl UH(POPMALIMK JOHKHBI OBITh peann30BaHbl Ha
COBPEMEHHOM YPOBHE pa3BUTHS HAyKU M TEXHUKH, HAYYHO OOOCHOBAHBI C TOYKH
3peHusl JOCTHKEHUsS 3alaHHOIO YpOBHS 0€30MacHOCTH HMH(MOpMAlUUU U JIOJKHBI
COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM M TpeOoBaHUAM 1o Oe3onacHocTH [1/1H.

8.14.2. C3I111 nomxHa ObITh OPUEHTUPOBAHA HA PEIICHUS], BOSMOXKHbBIE PUCKU
JUISl KOTOPBIX M MEpbl NMPOTHUBOJAEHCTBUS 3TUM PHUCKAM MPOILLIM BCECTOPOHHIOIO
TEOPETUYECKYIO U MTPAKTUYECKYIO IPOBEPKY.

8.15. Cnenmanuzamus u npodecCUOHAN3M.

[Ipennonaraer nmpuBiedyeHHe K pa3pabOTKe CPEACTB U peatn3aluu Mep
3alUThl HHPOPMALIUU CTIEHUATU3UPOBAHHBIX OpraHu3aluii, Haubonee
MOJIFOTOBJIEHHBIX K KOHKPETHOMY BUJY JI€ATEILHOCTH MO 00ECTIEUECHUIO
6e3onacHoctu [1/1H, UMEIOIIMX ONBIT MPAKTUYECKOW PabOThI U FOCYIaPCTBEHHYIO
JUIEH3UIO Ha MPABO OKa3aHMsl YCIYT B 3TOM obnactu. Peanuzanms
aIMUHUCTPATUBHBIX MEP U KCIUTyaTaIUsl CPEICTB 3aIIUTHI JOHKHA OCYIIECTBIATHCS
npodeccuoHaIbHO MOATOTOBICHHBIMU CIICIIUATTUCTAMU Y UPEKICHUS.

8.16. O6s3aTEeIBLHOCTH KOHTPOJIS.

8.16.1. Ilpennonaraer 00s3aTeIBHOCTh W CBOCBPEMEHHOCTh BBISIBICHUS U
IPECeUCHUs TOMBITOK HApYyIIEHHWs  YCTAHOBJIEHHBIX MpaBWI  OOecreYeHus
6e3zonacHocti [I/[H Ha OCHOBE HCHONB3YEMBIX CHUCTEM M CPEACTB 3alllUThI
uHbOpMAIIMK TIPU  COBEPIIEHCTBOBAHUM KPUTEPUEB U  METOJOB  OILIEHKHU
3¢ ()EKTUBHOCTH 3TUX CUCTEM U CPEJICTB.

8.16.2. KoHTpoJb 32 1eATebHOCTHIO JIF000T0 MOJIb30BaTENs, KAXKI0T0 CPE/ICTBA
3allUTHl ¥ B OTHOIICHHH JII00Oro OOBEKTa 3allUThl JTOJDKEH OCYHIECTBISTHCA Ha
OCHOBE TPUMEHEHHS CPEACTB ONEPATHUBHOTO KOHTPOJISA M PETHCTPAlMU U JOJIKEH
OXBaThIBaTh KAaK HECAHKIIMOHWPOBAHHBbIC, TaK M CAHKIMOHUPOBAHHBIC ICHCTBUS
IIOJIb30BATENIECH.

9. MEPBI, METO/IbI U CPEJACTBA OBECIIEYEHUS TPEBYEMOI'O
YPOBHA 3AIIIMINEHHOCTH

9.1. Obecnieuenue  TpeOyeMOro  YpOBHS  3AIMINEHHOCTH  JOHKHOCTH
JIOCTUTAThCSI C UCTIOJIb30BAaHUEM MEP, METOJIOB M CPEJCTB Oe3zomacHocTH. Bee mephl
obecrnieuenust 6ezonacuoctu UCIIIn monpasnensitores Ha:

— 3aKOHOJIaTeIbHbIE (TIPAaBOBBIE);

— MOPaJIbHO-ITHYECKHE;

— OpraHu3alMOHHbIEC (aIMUHUCTPATUBHBIE);

— (pusnyeckue;

— TeXHUUYECKHUE (armapaTHbIe U IPOTPAMMHBIE).

9.2. 3akoHOAaTeNbHBIE (TIPABOBBIC) MEPHI 3AIIUTHI.

9.2.1. K mpaBoBEIM MepaMm 3alIUThl OTHOCATCS JICHCTBYIOIINE B CTPAHE 3aKOHBHI,
yKa3bl U HOPMATHBHBIC aKThI, perIaMeHTHpYyIonue mpaBuia oOpamenus c¢ [1]1H,
3aKPETUIAIONINE TTpaBa M 00S3aHHOCTH YYaCTHUKOB WH()OPMAITMOHHBIX OTHOIICHHUNA B
mporecce ee  o0pabOTKM M HCMOJIb30BaHHUSA, a TakXKe YCTAHABIIMBAIOIINE
OTBETCTBEHHOCTh 3a HAPYIICHUS OTUX TMPaBWI, MPEHATCTBYS TEM CaMbIM
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HEIMpaBOMEPHOMY HCHOJb30BaHMI0 [1/[H 1 sBistonMecs caepKuBarouM GakTopoM
JUTSl TOTEHUIMATbHBIX HAPYUIUTENIEH.

9.2.2. [IpaBoBble Mepbl 3alIUThl HOCSAT B OCHOBHOM  YIPEXKIAIOIIHMA,
NpO(PUIAKTUYECKUI XapakTep U TPeOyIOT MOCTOSSHHOM pa3bICHUTEIBbHON padOThI C
M0JIB30BATENIIMU U OOCITYKUBAIOIIUM [IE€PCOHATIOM CUCTEMBI.

9.3. MopanbHO-3TUYECKUE MEPBHI 3AILUTHI.

9.3.1. K MOpaJIbHO-3THYECKUM MEPAM OTHOCSTCS HOPMBbI TOBEACHUS, KOTOPbIE
TPAJULIMOHHO CIOXWINCh WIHM CKJIaJbIBalOTCS MO Mepe pacrnpocTpanenus OBM B
CTpaHe WIH OOIIECTBE. DTU HOPMBI OOJIBIIICH YaCThIO HE SIBISIOTCS 00s3aTeIbHBIMU,
KaK 3aKOHO/IATENIbHO YTBEPKACHHbIE HOPMATUBHBIE aKThI, OJJHAKO, UX HECOOIIOEHUE
BEJET OOBIYHO K NaJCHUI0 aBTOPUTETA, MPECTH)Ka 4YeJIOBEeKa, TPYIIbI JIUI WU
opranu3auuud. MopajabHO-3TUYECKHE HOPMBI OBIBAIOT KaK HemHUcaHble (Hampumep,
oOlenpu3HaHHble HOPMbl YECTHOCTH, MATPUOTU3MA U T.II.), TAK U MHUCAHbIE, TO €CTh
oopMIIEHHBIE B HEKOTOPBIN CBOJI (YCTaB) MpaBMJI WK MPEANUCAHUI.

9.3.2. MopanbHO-3TUYECKHE MEPBI 3aAIIUTHI SBISIOTCA MPOPUIAKTUYECKUMU U
TpeOyIOT MOCTOSTHHOM PabOThl MO CO3JaHUIO0 3J0POBOTO MOPAIBHOTO KJIMMaTa B
KOJUIEKTHBAX TMojpa3ieNeHnid. MopanbHO-3TUYECKHE MEphbl 3alUThl CHUXKAIOT
BEPOSATHOCTh BO3HWKHOBEHHS] HETAaTUBHBIX JEHCTBUHM, CBSI3aHHBIX C YE€JIOBEUYECKUM
dbakTopom.

9.4. OpranuzanvoHHbIe (aIMUHUCTPATUBHBIE) MEPHI 3AIIUTHI.

9.4.1. OpranusanoHHble (aJMUHUCTPATUBHBIE) MEPBl 3allUTBl — 3TO MEpPbI
OpPraHM3allMOHHOTO XapaKTepa, PeriaMeHTUPYIoLUe Iporecchl (PyHKIIMOHUPOBAHUS
UCIIOH, wucnons3oBanue pecypcoB WCIIIH, nearenbHOCTb OOCTYKHUBAIOIIETO
NEepCOHaNa, a TAaKXe MOPANOK B3aumozaeicTBus noJibzoBareneil ¢ MCIIIH Takum
o0pa3oM, 4ToObl B HaOOJIbILIIEH CTENIEHU 3aTPYIHUThH UM UCKIIOUYUTh BO3MOXKHOCTh
peanuzanuu yrpo3 0€30MaCHOCTH WJIM CHHU3UTh pa3Mep MOTeph B CiIydae HX

peanu3anum.
9.4.2. 'maBHas 1enb aAIMUHUCTPATUBHBIX MEP, MPEANPUHUMAEMBIX HAa BBICILIEM
yIpaBleHYeCKOM ypoBHe — cdopmupoBath [loautuky uHpOpMaAIIMOHHOM

6e3onacHoctu I1JIH (oTpakaronryro MoaXoAbl K 3aluTe HHGOPMAIIUKA) U 00eCTICYUTh
€€ BBITMIOJTHEHUE, BBIJIETISISI HEOOX0IUMbIE PECYPCHI U KOHTPOJIUPYSI COCTOSTHUE JICII.

9.4.3. Peamuzanus [omutrku nadopmanmonnoit 6e3omacHoctr [1J{n B UCITIH
COCTOSIT U3 MEP aJMUHUCTPATUBHOI'O YPOBHS U OpPraHU3ALMOHHBIX (IIPOLEAYPHBIX)
Mep 3anuThl HHpOpMaIuy.

9.4.4. K amMUHHUCTpaTUBHOMY YPOBHIO OTHOCSITCS PEIIEHUS PYKOBOJCTBA,
3aTparuBatomue naesateabHocTh MCIIIH B menoMm. DTU penieHus 3aKperuisioTcs B
[Nonutuke nadopmanmonHoii 6e3omacHocTu. [I[pumepoM TakuX pemeHni MOTyT OBITh:

— NPUHATHE pelieHusT O (OPMUPOBAHUU WM TEPECMOTPE KOMIUIEKCHOM
nporpamMmbl obecrieuenus 6ezonacHoctu [1/lH, ompeneneHne OTBETCTBEHHBIX 3a €€
peanu3aiuio;

— (popMmynupoBaHUE IlieNel, MOCTAaHOBKA 3ajJay, OINpeJeieHUE HarpaBiICHUN
JeaTeNbHOCTH B 00sacTu 6e3omacHoctu 11/1H;

— NPUHSITHE PEIICHUN IO BOIpOCaM peaju3aliu mporpaMMbl 0€30MacHOCTH,
KOTOpPbIE€ pacCMaTPUBAIOTCS HA YPOBHE YUPEKICHUS B LIETIOM;

— obecrnieueHre HOpMaTUBHOM (TTPaBOBOI) Oa3bl BOIPOCOB OE€30MACHOCTH H T.1I.
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9.4.5. [lonuTHKa BEpXHEro ypOBHs JAOJKHA YETKO OYEPTUTH c(epy BIUSHUA U
OorpaHUYEHHUs TpU ompeneneHun 1eneil 6ezonacuoctu [1/IH, ompeaenuTh KakuMu
pecypcamu (MaTepualbHble, IEPCOHAT) OHU OyIYT JOCTUTHYTHI U HAUTU pa3yMHbBIN
KOMIIPOMHUCC MEXKJY MPUEMIIEMbIM YPOBHEM 0€30MacHOCTH U ()YHKIIMOHAIHLHOCTHIO
NCII/H.

9.4.6. Ha opranu3aiiuOHHOM YypOBHE OIPENEISIOTCS MPOIEAYphl M MpaBuia
JNOCTWXKEHUsl uenedl u pemeHus 3anad [lonutuku mHGOpMAIMOHHON 0€30macHOCTU
I1/TH. OTH npaBuia ONpPEaEISIOT:

— KakoBa 00JIacTh MPUMEHEHUs MOMUTUKH Oe3onacHocTu [1/]H;

— KaKOBbl POJIM M OOS3aHHOCTH JOJDKHOCTHBIX JIMIl, OTBEYalolue 3a
poBeieHUE MOTUTUKH Oe3omacHocTH [1]1H, a Takke UX YCTaHOBUTH OTBETCTBEHHOCTD;

— KTO UMeeT Ipasa gocrtyna K IT/1H;

— KaKMMHU MEpaMHM U cpelicTBaMu obecrieunBaetcs 3amura [1JH;

— KaKMMH MepaMu M CpeICTBaMHU 00eCreYrBaEeTCsl KOHTPOJIb 32 COOJII0IEHUEM
BBEJICHHOTO PEKHUMa 0€30MaCHOCTH.

9.4.7. Opranu3alMOHHBIC MEPHI JOJIKHBI:

— IIpeaycMaTpuBaTh peraaMeHT H()OpPMAIIMOHHBIX OTHOILICHHH,
UCKJTIOYAIOIIMX BO3MOXHOCTh HECAHKIIMOHUPOBAHHBIX JICHCTBHII B OTHOUICHUU
00BEKTOB 3aIIUTEHI;

— ONpeNensaTh KOAJUUHOHHBIE W HUEpPapXUUECKUE NPUHUUIIBI U METOMAbI
pasrpanndeHus gocryna K [1/1H;

— ONpeNeNsATh TOpANOK pPaboThl €  MPOrpaMMHO-MATEMAaTHUYECKUMHU U
TEXHUYECKUMU (aIlapaTHbIE) CPEACTBAMM 3aIIMThl M KPUIITO3AIIUTHl U JAPYTHUX
3aIUTHBIX MEXAHNU3MOB;

— opranu3oBaTh Mephl mnpotuBoneiicTBusi HCJI monp3oBaTensMu Ha 3Tamnax
ayTeHTU(UKAIIUKA, aBTOPHU3AIMU, HACHTU(DHUKAINK, OOCCIEYMBAIONINX TapaHTUU
peanu3aiuy IpaB U OTBETCTBEHHOCTU CYObEKTOB HH(POPMAIIMOHHBIX OTHOIIICHUH.

9.4.8. Opranu3aliMOHHBIC MEPHI JOJIKHBI COCTOSATH U3:

— persiamenTa jnocrymna B nomemenus UCIIH;

— MOPAZIOK JIOMyCKa COTPYAHUKOB K UCTOnb30BaHuI0 pecypcoB UCII/H;

— periiaMeHTa TpOIeCCOB BeACHUS 0a3 JMaHHBIX H  OCYIIECTBICHUS
MoauduKauu HHPOPMAITMOHHBIX PECYPCOB;

— periiaMeHTa TpPOIEeCCOB OOCTYKUBAaHUS W OCYIIECTBICHHUS MOAUPUKAINH
anmnapaTHbIX U nmporpaMmMHbIX pecypcoB UCIIIH;

— uHcTpykuuid  nonb3oBatened  UCII[n  (ampmunuctpatopa  MCIIH,
nosib3oBatens MCII/In);

— UHCTPYKIUS MOJIb30BaTElNsl IPU BOZHUKHOBEHUH BHEIITATHBIX CUTYalUU.

9.5. duznveckue MepshI 3aIIUTHI.

9.5.1. ®usnueckre Mephl 3alIUTHl OCHOBAaHBI Ha MPUMEHEHUU PA3HOTO pojia
MEXaHUYECKUX, JIEKTPO- WU JICKTPOHHO-MEXAHUYECKNX YCTPOMCTB U COOPYIKEHUU,
CHELUUANIBHO TMPEIHA3HAYEHHBIX ISl CO3/aHus (PU3NYECKUX NPEensiTCTBUU Ha
BO3MOXKHBIX MYTSIX MPOHUKHOBEHHUS M JOCTYINa MOTCHIMAJIbHBIX HapYyIIUTENEeH K
KOMIIOHEHTaM CHUCTEMBbI U 3alllUIaeMOoi HHPOpMAIUH, a TAKKE TEXHUUECKUX CPEJICTB
BHU3YaJIbHOTO HAOIIOJICHHUSI, CBSA3U U OXPAHHOW CUTHAJU3AIUU.
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9.5.2. ®uznueckass 3amuTa 3JaHUN, TOMENIEHUN, OOBEKTOB U CPEACTB
nH(popMaTU3aLUK TOKHA OCYIIECTBISATHCS MYTEM YCTAHOBJICHUSI COOTBETCTBYIOMINX
MIOCTOB OXPaHBbI, C TOMOIIbIO TEXHUYECKUX CPEACTB OXPaHbl UM JIIOOBIMU APYTUMU
cnocobamu,  MPENOTBpallalOMMH  HWJIW  CYHIECTBEHHO  3aTPYIHSIONIUMU
MPOHUKHOBEHHWE B  3JaHWE, I[IOMELICHUS  TMOCTOPOHHUX  JIMIl,  XHUIIECHUE
MH()OPMAIIMOHHBIX HOCUTENEH, caMUX CPeAcTB MHGOPMATU3AIUHN, UCKIIOYAIOIUMHU
HaxO0XXJICHUE BHYTPU KOHTPOJUPYEMOU (OXpaHsIeMOil) 30HbI TEXHHUYECKUX CPEJCTB
pa3BEIKU.

9.6. AnnapatHo-niporpaMMHbIe cpecTBa 3amuThl [1/1H.

9.6.1. Texuuueckue (amnmapaTHO-IPOTPAMMHBIC) MEPbI 3aIIUThl OCHOBAHBI Ha
UCIIOJIb30BAHUU PA3TUYHBIX JJICKTPOHHBIX YCTPOWCTB U CIEHHAIBHBIX MPOTPaAMM,
Bxoasmux B coctaB UCII/IH v BEIMOMHSIOMMX (CAMOCTOSTENIHFHO WM B KOMILIEKCE C
IPYTMMH CpEeACTBaMHU) (PYHKUMHU 3alUThl (MACHTHU(PUKALUIO U ayTeHTHU(PUKALMIO
MoJIb30BaTeNiel, pa3rpaHUYCHHE JOCTyMa K pecypcam, PEerucTpaiuio COOBITUIH,
Kpunrorpapuyeckoe 3aKkpbiTue MHPOpMAITUU U T.1.).

9.6.2. C yuetom Bcex TpeOOBaHMI M MPUHIUMIIOB oOecrieueHust 6e30macHOCTU
ITIn 8 UCII/IH o BceM HaIpaBJICHUSIM 3alIUThl B COCTaB CUCTEMbI 3aIIUThI JOJKHbI
OBITH BKJIFOUCHBI CIIEYIONTNE CPEJICTBA:

— cpenctBa  WAEHTU(DUKAIMU (oro3HaBaHMS) U ayTeHTUPUKAITIU
(moaTBEePKICHHS TTOJIMHHOCTH) TTostk3oBaTeneit UCITH;

— CpelcTBa pAa3rpaHUYEHUs] JOCTYyNa 3aperuCTPUPOBAHHBIX MOJIb30BATEIEH
cucremsl k pecypcam UCII/H;

—cpeacTBa oOecreueHuss U KOHTPOJIA IEJIOCTHOCTH TPOTPAMMHBIX |
MH(GOPMAIIMOHHBIX PECYPCOB;

— CpeJICTBa ONEPATUBHOIO KOHTPOJIA U PETUCTPAIlMU COOBITHI 6€30MacHOCTH;

— kpunrtorpaduieckue cpencrna 3amuthl [1/1H.

9.6.3. YcnemniHoe nmpuMeHEHHE TEXHUYECKHX CPEJICTB 3alllUThl HA OCHOBAHUU
OPUHLMIOB (pa3fen 8) MNpeArnoyiaracT, 4YTO BBIMOJHEHUE IEPECUMCICHHBIX HUKE
TpeOOBaHUN OOECIEYCHO OPTraHU3AIMOHHBIMU (aJIMUHUCTPATUBHBIMU) MEpaMu H
UCIIOJIb3YEMbIMU (PU3MUECKUMU CPEICTBAMU 3aLTUTHI:

— obecrieueHa pusndeckas 1meJIocTHOCTh BeceX kommoHeHT UCTIH;

— Kaxaeli coTpynHuk (mosb3oBarens WCII/IH) wnum rpynmna mosb3oBatenei
MMEET YHUKAJIbHOE CUCTEMHOE UMSI U MUHUMAJIbHO HEOOXOAMMBIE NIl BBHIMOJIHEHUS
UM CBOUX (DYHKIIMOHATBHBIX OOS3aHHOCTEH IMOJHOMOYHMS MO JOCTYMy K pecypcam
CUCTEMBI;

— BCE€ M3MEHEHUs KOH(PUTypalMM TEXHUYECKUX M MPOTPAMMHBIX CPEACTB
NCII[IH mpou3BOAATCS CTPOTO YCTAHOBJIECHHBIM MOPSAKOM (PETUCTPUPYIOTCS H
KOHTPOJIMPYIOTCS) TOJIbKO HA OCHOBAaHUU MPUKA30B PYKOBOJICTBA Y UPEKICHUS;

— ceTeBoe 000pyA0BaHUE (KOHIEHTPATOPHI, KOMMYTAaTOPbI, MAPIIPYyTU3ATOPHI U
T.II.) pacroyiaraercsi B MeCTax, HEIOCTYNHBIX MJIsi MOCTOPOHHUX (CIEIHaTbHBIX
MOMEIICHUX, mKadax, v T.11.).

— CHEeIUATUCTaMU Y UPEKJICHHS OCYIIECTBISCTCS HEMPEPHIBHOE YIIPABICHUE U
aJIMUHUCTPATUBHAS MOAAECPKKA (DYHKIIMOHUPOBAHUS CPEJCTB 3aIIUTHI.
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10. KOHTPOJIb D®PPEKTUBHOCTHU CUCTEMBI 3AIIIUTHI

10.1. Konutponb s¢ddexruBHoctu C3I[JIlH nomKeH ocylecTBIsIeTCs Ha
nepuoandeckoi ocHoe. L{enpto KOHTPOIs 3D PEKTUBHOCTH SBISECTCS CBOEBPEMEHHOE
BBISIBIICHUE HEHAIJIeKAIUX pexkuMOB paboTel C3I1/[H (oTKII0OUEHHE CPEACTB 3alUTHI,
HapyIIEHHUE PEKUMOB 3aIlUThI, HECAHKIIMOHUPOBAHHOE U3MEHEHHUE PEXKUMA 3aIUTHI
U T.M.), @ TaK MPOTHO3UPOBAHKUE U MPEBEHTHUBHOE PEarupOBAaHHUE HA HOBBIE YIPO3BI
6e3omacuoctu I1]1H.

10.2. KoHTponb MOXET NpOBOAUTHCS Kak aamuHuctparopamu HCII x
(omepaTUBHBIN KOHTPOJIb B mporecce HHPOPMAIMOHHOTO B3aWMOJICHCTBUSL B
UCIInH), Tak 1 TpUBIEKAaEMbIMHU JIJIsl STOW 11€JIM KOMIETEHTHBIMU OpraHU3aIUsIMH,
MMEIOIIMMM JIMIICH3UIO Ha 3TOT BUJ JesATeabHOCTH, a Takke PCTOK Poccuu u ®Ch
Poccuu B npenenax nx KOMIETEHIIUH.

10.3. KonTtposb MoxeT ocymecTBisaTbes aamuuuctparopom HCIIIH kak c
MOMOIIIBIO IITATHBIX CPEJICTB CUCTEMBI 3aIUThI [1J[H, Tak ¥ ¢ MTOMOIIBIO CTICITUATBHBIX
IPOTrPaAaMMHBIX CPEJICTB KOHTPOJIA.

10.4. Onenka addextuBHOCTH Mep  3amuThl  [IJIH  mpoBoauTcs ¢
UCITOJIb30BAHUEM TEXHUYECKMX W MPOTPaMMHBIX CPEJICTB KOHTPOJS Ha MPEIMET
COOTBETCTBHUSI YCTAHOBJICHHBIM TPEOOBAHUSIM.

11. COEPBI OTBETCTBEHHOCTMU 3A BE3OITACHOCTD IIJTH

11.1. OTBeTCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJIb HaJ O0eCIeUYeHHEM
0e30MacHOCTH MEePCOHANIBHBIX JIAHHBIX ABIsieTcs pykoBoauTesb MBOY r. Actpaxanu
«Cpenuss obmeodpaszoBarenbHas mkoia Ne32y». PykoBoautens YupexIeHus MOXKET
JIENIETUPOBATh YacTh MOJHOMOYUN MO 00ECTeueHUI0 0e30MacHOCTH MEePCOHATBHBIX
JTaHHBIX.

11.2. Chepa OTBETCTBEHHOCTH PYKOBOAMUTENS YUPEXKICHHS BKIIOYAET
cleyIoIKe HanmpaBaeHus odecrieuenus 6e3onacuoctu [1/{H:

— IJIJAHUPOBAHME U peaju3anus Mep mo obdecnedennto 6e3omacuHoctu [1/1H;

— aHanu3 yrpo3 6e3zonacHoctu [1/1H;

— pa3paboTKy, BHEIpPEHUE, KOHTPOJb WCIOJHEHUS | TOJJCpKaHuE B
aKTyaJbHOM COCTOSIHUH MOJUTHUK, PYKOBOJICTB, KOHUEMIINHI, IPOLENYD, PETJIaMEHTOB,
WHCTPYKIIM W JAPYTUX OPTraHU3aIlMOHHBIX JIOKYMEHTOB TI0 00€CIeueHuto
0e301acHOCTH;

— KOHTpOJb 3ammuineHHoctd UT undpactpyktypsl Yupexaenus ot yrpo3 Ub;

— oOyuenue u uapopmupoBanue nosp3oBaresei MCIIJIH, o mopsake paboThI ¢
[T/I1 n cpeacTBaMM 3aIUTHI;

— MpelIOTBpaIEHUE, BBISBICHUE, PEaripOBaHKUe U pacclieJOBaHUE HAPYIICHUN
6e3omacuoctu [1/]H.

11.3. [Ipu B3auMOAECHCTBUHM CO CTOPOHHIUMH OPTaHU3AIMIMU B CIIydasx, KOTa
COTPpYJHUKAM 3THUX OpraHU3alMi MPEeJAOCTABISIETCS AOCTYN K OOBEKTaM 3alllUThl
(pazgen 6), ¢ 3TUMU OpraHU3alUSIMU JOJDKHO OBITh 3akitoueHo «CoriaiieHue o
KOH(GUCHITUATIBHOCTHY, JTH00 «CornameHue o COOI0CHUH pekuMa 0€3011acHOCTH
[111 npu BeinonHeHuu padot B UCITIu».
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12. MOAEJIb HAPYHIUTEJIA BE3OITACHOCTH

12.1. llon HapymmuTeneM B YUpeXICHHM IOHMMAETCS JHI0, KOTOPOE B
pE3yNIbTaTe YMBIIUICHHBIX WM HEYMBIIUJIEHHBIX JEHCTBUNA MOXKET HaHECTH yuepo
00BbeKTaM 3aIIuThl (paszaen 6).

12.2. Hapymurenu noapasaenstorcs no npusHaky npuHamiexxnocta k UCIT/Ix.
Bce HapymuTenu 1enstcs Ha JBE TPYIIIbI:

— BHEILIHUE HAPYUIUTENH — PU3NYECKHE JUIA, HE UMEIOLKE TpaBa NpeObIBaHUS
HAa TEPPUTOPUM KOHTPOJUPYEMOW 30HBI, B TMpeaenax KOTOpOl pa3MmeniaeTcs
ob6opynosanue UCII/H;

— BHYTPEHHHUE HAPYIIUTENTU — GU3HUECKHE JUIA, UMEIOIINE TPaBo MPeObIBaHUS
HAa TEPPUTOPUM KOHTPOJUPYEMOW 30HBI, B TMpeaenax KOTOpOl pa3MmeniaeTcs
o6opynosanue UCII/H.

12.3. Knaccudukanusa HapymwuTened mnpeacraBieHa B Mogenu  yrpos
0€30MacCHOCTH MEePCOHATBHBIX TaHHBIX Kax o MCII/IH.

13. MOAEJIb YI'PO3 BE3OITACHOCTH

13.1. Jlns UCII[H BBIIENAIOTCS CICAYIOIINE OCHOBHBIC KaTETOPUHU YIpoO3
0€30MacHOCTH MEePCOHANBHBIX JAHHBIX:

13.1.1. Yrpo3sl OT yTEUKHU 110 TEXHUYECKUM KaHaJlaM.

13.1.2. Yrpo3sl HECaHKIIMOHUPOBAHHOTO AOCTyNa K UH(pOpMaIUu:

— YIpO3bl YHUUTOXEHUS, XullleHus annapaTHbeix cpeacts MCII/IH HocuTenei
uHpopmanuu mytem ¢usndeckoro gocryna k anemenram UCIIx;

— YIpO3bI XUIIEHUS, HECAHKITMOHUPOBAHHON MOIU(MUKAIIIN UITU OJIOKUPOBAHHUS
uHbopManuKu 3a cueT HecaHkuuoHupoBanHoro nocryna (HCJ) ¢ mpumeHeHuem
IPOrpaMMHO-AIIAPATHBIX U IPOTPaMMHBIX CpPEICTB (B TOM YHUCJE MPOTPaMMHO-
MaTeMaTUYECKUX BO3JICUCTBUI);

— yIpo3bl HE MPEIHAMEPEHHBIX JACWCTBUM II0JIb30BATEIICH W HapyLICHUN
oe3onacHoctu (yuakimonupoanus UCII/In nu C3II/IH B ee cocTtaBe u3-3a cOOEB B
MpOrpaMMHOM OOECIIEYeHUH, a Takke OT Yrpo3 HEaHTPONoreHHoro (cboes
anmaparypbl U3-3a HEHaJIEKHOCTH SJIEMEHTOB, COOEB AJIEKTPONTUTAHUS) M CTUXUHHOTO
(yIapoB MOJIHUMH, I0’KapOB, HABOJHEHUH U T.I1.) XapaKTepa;

— YIpO3bl IPETHAMEPECHHBIX JIEMCTBUI BHYTPEHHUX HAPYLIUTEIICH;

— YIpO3bl HECAaHKIIMOHUPOBAHHOTO JOCTYTIA MO0 KaHajaM CBSI3H;

— OINHUCAHUE YIPO3, BEPOATHOCTh UX peAM3alUU, ONACHOCTh U AKTyaJIbHOCTb
nmpeacTaBieHbl B Mojenu yrpo3 0e30MacHOCTH TEePCOHANIBHBIX JIAHHBIX KaXKIOU
NCIIHx.

14. MEXAHU3M PEAJIM3ALIMUA KOHLOEIIINN

14.1. Peanuzanmss  KoHnenuuu  JOMKHA  OCYIIECTBISITRCA HAa  OCHOBE
MEPCIEKTUBHBIX MPOrpaMM U IUIAHOB, KOTOPBIE COCTABIISIIOTCS HA OCHOBAaHUU U BO
UCIIOJTHEHUE:
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— (penepanbHBIX 3aKOHOB B oOnacTu oOecreyeHuss HMHPOPMALUOHHOM
0€30MacHOCTH U 3aIUThl HHPOPMALINH;

— nocraHoByieHun [IpasurenscrBa Poccuiickoit @enepanuu;

— PYKOBOJSILNX, OPraHU3allMOHHO-PACHOPAIUTENbHBIX M  METOAMYECKUX
nokymentoB ®CTIOK Poccuu;

—notpeonocteit UCIIIln B cpeactBax obecreueHuss O€30MaCHOCTU
uH(pOopMaIu.

15. O)KUJAEMBINA D®DEKT OT PEAJIM3AIIUU KOHIENIUU

15.1. Peammmzanus Konnenmuu 6e3omacuocty 1/ 8 UCIIIH no3BoauT:

— oueHuTh cocrosiHue Oe3omacHoctu  uHbopmanuu MCII[AH, BBISABUTH
UCTOYHUKA BHYTPEHHUX U BHEHIHUX Yrpo3 HHPOPMAIMOHHON OE€30MacHOCTH,
ONpPEACIUTh MPUOPUTETHBIC HANPABJICHUS MPEIOTBPAIICHUSA, OTPAKEHUS U
HEUTpaJIU3aLMU 3TUX YIPO3;

— pa3paboTarh pacmopsIUTEIIbHBIC 1 HOPMATUBHO-METOIMYECKHE JTOKYMEHTBI
npumenurtenbHo k UCIT/IH;

— npoBecTH Kiaccudukanuio u ceprudukanuio MCI/IH;

— IIPOBECTH OPTraHU3AIMOHHO-PEKUMHBIE W TEXHUYECKHE MEPOIPHUITUSA IO
obecmieuenuto 6e3onacuoctu I1/{n B UCII/IH;

— o0ecreunTbh HEOOXOIUMBIM YPOBEHb 0€30MaCHOCTH 0OBEKTOB 3AIIHUTHI.

15.2. OcymiecTBiaeHHE ATUX MEPONPUSATHN OO0ECIEeUUT CO3JaHUEe EIUHOM,
IIEJJOCTHOM ¥ CKOOPJAWHUPOBAHHOM CHUCTEMBbl HWH()OPMAIIMOHHOW OE€30MacHOCTH
NCIIIH 1 co3macT ycloBus i €€ JaJbHEUIIEro COBEPIIEHCTBOBAHMUS.

16. CIIMCOK UCITOJIb30OBAHHbBIX NCTOYHUKOB

16.1. OCHOBHBIMH HOPMATHBHO-IIPABOBBIMU M METOJMYCCKUMHU JTOKYMCHTAMH,
Ha KOTOPBIX O0asupyercs Hacrosiee [lonoxeHune sBiIsOTCS:

— @enepanbubiii 3akoH ot 27.07.2006 1. Ne 152-®3 «O mnepcoHaIbHBIX
naHHbeIx» (Hanee — @3 «O mepcoHaNbHBIX JTaHHBIX»), YCTAaHABIUBAIOIIUNA OCHOBHBIC
OPUHIMIB U ycloBusi oOpabotku I1JIH, mpaBa, 00sS3aHHOCTH M OTBETCTBEHHOCTH
YY4aCTHUKOB OTHOIICHHH, CBSI3aHHBIX ¢ 00padoTkoii [1]]H.

— «TpeboBaHusg K 3alllUTe MEPCOHANBHBIX JaHHBIX NpPU UX 00paboTKe B
WHOOPMAITMOHHBIX ~ CHCTEMaxX  MEPCOHANBHBIX  JAHHBIX»,  YTBEPXKICHHOE
[Toctanosnenuem IIpaButensctBa PO ot 1.11.2012 1. Ne 11109.

— «[lonoxxenne 00 o0OCOOCHHOCTAX O0OpaOOTKM TEPCOHANBHBIX JTaHHBIX,
OCYLIECTBIIIEMOIl 0€3 MCIOJIb30BAHUS CPEACTB aBTOMATHU3ALMU», YTBEPKICHHOE
[Toctanosnenuem IIpaButensctBa PO ot 15.09.2008 r. Ne 687.

— «TpebGoBaHus K MaTepUATLHBIM HOCUTEISIM OMOMETPHUECKHUX MTEPCOHATBHBIX
JAHHBIX M TEXHOJIOTHUSM XPAaHEHUs TaKUX JAHHBIX BHE MH(POPMAIMOHHBIX CUCTEM
MIEPCOHAIBHBIX JaHHBIX», yTBEpkAcHHbIE [locTaHoBIeHMEeM lIpaButensctBa PO ot

06.07.2008 r. Ne 512.
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